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AL @ As... D A, and R, for Zfil R;. IV. ACHIEVABLE RATES
Without loss of generality, we assume there i5 auch that

ajPj <a;P;, Vi (2)

Il. PRELIMINARIES

In this section, we provide the preliminaries related taees . 2 L Defi B
lattice codes, which will be useful in providing the achilea ~_11€orem 2: Let h{( > 3. Define Ppiy =
rates in Section IV. LeA denote a lattice iR”N [12], i.e., a set min{ Py, ..., Pr-1}.
of points which is a group closed under real vector addition. P +1 K -2 P P +1 3
The modulus operation mod A is defined ag mod A = z— aj > max P K—1 e o : ®)
arg min,ca d(z,y), whered(x,y) is the Euclidean distance : . :
betweenz andy. The fundamental region of a lattid& A) is Then the following sum secrecy rate is achievable
defined as the sdtr : # mod A = x}. Raum = [(K = 2)Rppin —logo (K — 1)]T + R (4)

Letty, to, ..., tx be K numbers taken frorw(A). Then, we where Rynin = C(Poin), Ric = C(Pic).

have the foIIow;(ngeprwentanon theorem Proof: Let (A,A.) denote a nested lattice structure in
Theorem1: > #, is uniquely determined by R", whereA. is the coarse lattice.
% k=1 Node S;,7 = 1,..., K constructs its input to the channel
{T, 3" t, mod A}, where T is an integer such thatover N channel usesX?, as follows: The code book has
k=1 N rate R; and is composed of points € A; NV(A. ;). The first
1<T<K". K — 1 users use the same lattice. Hence we reqRire= R,
Remark 1: The theorem is a purely algebraic result angi =A, A.; = A, fori=1...K — 1. Let d; be the dithering

does not rely on the statistics of k. The case with' =2 nojse, which is uniformly distributed ova(A.. ;). We assume
was proved in [11]. The proof here is similar and is heng@e |attice is scaled properly such that
omitted due to the space limit. Féf = 2, theorem 1 implies

that modulus operation looses at most one bit per dimension ;/ ||| dz =1 (%)
of information if ¢, ¢, € V. NfIEV(Ac,i) dr Jaev(a.)
Let P = a;P;, wherej is defined in (2). Definec ® y as
[ll. SYsTEM MODEL r®y=(z+y) mod A.. Further, defind/¥ and X as:
p UN =tNod,i=1,.,K -1 (6)
v @ X, . &) v @ . UN = (X +d¥) mod Ak (7)
\‘\ N \/‘I_D N . N N
v xN = \/EUl- i=1,..K—-1, XN=\PgUY (8)
\\ 1 Z2 (2
W @ X, 1 Y @ W In order forD;,i =1, ..., K — 1 to correctly decode;, based
NN ‘ 2 : on [12, Theorem 5], the probability of decoding error will go
F to zero asN — oo, if
(NN
) ENRE N R<CP),i=1,.,K—1 (9)
W; —“ - Wy

The signal received by, over N channel uses is given by
Fig. 1. Many-to-one Gaussian interference channel. nurobesers K=3 K—1
Y =P UN)+ /PxUR + 2§ (10)
We consider the many-to-one Gaussian interference channel i=1
[8]in Figure 1. The average power constraint for néfés P;. Node Dx decodes the interference first: It selects a constant
Ziyi = 1,..., K are independent Gaussian random variablesand computeﬁs}é\’ as shown below [12]: Ley = \/ Pk /P.
with zero mean and unit variance. The channel gain of thet Z/¥ = Z¥ /\/P.

link betweensS; and D; is unity. The channel gain between Kol
Si and D¢ is /a;. VY =(-=vY = 3 dY) mod A, (11)

Node S; sends a messad®; to nodeD;, while keepingit VP

i=1

secret from the other receivers. Hence, 0§ . x_1, node K—1 K-1
Dy is viewed as an eavesdropper. Let the signal received by :(O‘(Z UN +AUR + 278 — Z d™) mod A,
Dy overn channel uses b&}}. The corresponding secrecy i=1 i=1
constraint is given by: (12)
1 1 K-1 K-1
lim —H (Wia,..ac-aVR) = lim ~H (Wia..x-1) =YtV +(@=1) > UN+a(yUR + Z))) mod A,
1) (13)
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« is chosen so that the variance of the effective noise termAfter subtracting the interference, the remainder of therin

K—1 ference signal is
Zopp =(a=1)(Q_ UM +a0 Uk +25) (14
eff i K K
; VUR @ 23 (23)
per dimen_sion is_ mPi)r:iITVized. Under the op2tim>allthe eflfgicﬁilve We next show if
noise variance isz X5, where Px = +* + 5 = 5.
Py =K - 1. Px+1<P (24)

Clearly the effective noisé@}f is not Gaussian. However,
UN can be approximated with a Gaussian distribution 4Ben this signal can be approximated by
shown below [12, (200)]:

VUK + 2 (25)

fur (x) < Nt fon (2) (15)

‘ ’ _ by which we mean:

where O;,i = 1,...,K,~ N(0,021), whereo? is the av-

erage power per dimension of a random variable uniformly  lim Pr((wUY @ Z/¥) # (WUR + Z}¥)) =0 (26)
distributed over the smallest ball coveridgA. ;). € (A.;) is N=oo
defined as [12, (67)]: As N — oo, YUY + Z}Y can be approximated byOY +
Ru 1 . 1 Z¥ | such that
e (Acy) =log (Rl-,i ) + 3 log 2meGy + N (16)

Pr(YUR + Zi ¢ V(M)

where R,, ;, R;; are the covering radius and effective radius < Ne(he.x) py (70% N Z}év ¢V (AC)) 27)

of A.; respectivelyG?, is the normalized average power of
N-s_phere and converges tgr—e .asN — oo The lattice is Let yu — 2+11/P _ PP -. Because the shaping lattice is
designed to be good for covering. Henbg — 1 as N — Poltyrev-good [12], ifii'> 1, we have
. o2 is bounded below [12, Lemma ]

Pr (70% + Z}é\f ¢V (Ac)) < e N(Ep(p)—on(1)) (28)

2
<ol < =2t 17 . o
N+2~ % = <Rl,i> (47 where Ep (1) is the Poltyrev exponent defined in [12, (56)].
Note that this approximation property in (15) is invarianter S_'”CeEp(H) is positive fory > 1, we have the approximation
scaling. This means for any> 0, we have: given in (25). NodeD g then tries to decodéx from (25).
N Ne(hes) N Based on [12, Theorem 5], the probability of decoding error
foor (&) < eV fon (2) (18)  will go to zero asN — oo, if

In addition, for any two independent random variables
UN, UY that have the approximation property given by (15),

the probability density distribution of their sum can be app summary, there are three types of error events at the
proximated as destination:

fusiuy (V) < eNe@e)tNee2) foy on (@) (19) 1) Ey: Dg incorrectly decodes the modulus sum of the

interference.
2) Es: E4 does not occur; and (25) does not equal (23).
- 3) Ej5: E1, E> do not occur; andDg incorrectly decodes
N __ N N IN
Z7 =01~ O‘)(Z 0;") +a(yOkx +Zxc)  (20) the lattice pointt®y. after subtracting the interference.

=1
Based on the two properties described above, we find tp;e(ZZ), (24), (29) hold, then
effective noise can be approximated By’ as follows: < 3

3
lim Pr UE) = Jim > Pr(E)=0 (30)
OOi:l

fZé\}f (z) < e(K—l)Na(Ac)+NE(Ac,K)fZN () (21) N—oo =

Ri < C(PK) (29)

Define ZV as
K—1

Node D attempts to decode Zfi}l t;. The approxima- Also (9) must be met in order far; to be correctly decoded

tion in (21) enables us to apply the analysis in [12, Theorem @t D;,i =1, ..., K.
that the probability of decoding error will go thas N — oo We next bound the mutual information leaked to the eaves-

when dropper as follows.
1 1 P .
R§0510g2 PuPe 20.510g2 ( + > H(tf{...,K71|YIJ(vvd£vaZ: 15-'7K) (31)
PxtP; K-1 Px+1 N N vN N ;N
XTEN 22) EH(tIW,K_ﬂYK,XK,ZK,di yi=1,..,K) (32)
K-1
1The PPX+PI§V in [12, Lemma 6] corresponds to the average power per :H(t{\,[...,K—ﬂ Z Uz‘Nv dzj‘vai =1,., K) (33)
dimension of[f;] here. i=1
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Let T is the integer in Theorem 1, which is used to recovglus noise is in general non-Gaussian. We managed to get

SETUN from @ S ET'UN. 1 < T < (K —1)N. Then around this via the property that a good lattice code, after
(33) becomes: dithering, “looks like” Gaussian noise [12]. (2) In the ddeo

K—1 of a nested lattice code, a nonlinear modulus operation [12]

HtY o @ Z UN.T,dY,i=1,.,K) (34) must be applied to the received signal. This operation cause

v im1 distortion to the signal even after the decoded part of the

K-1 signal is subtracted out and renders the use of layered &mcod
=H(tY g1 ® Z tN,T) (35) and decoding in [10] not straightforward. This is resolvgd b
i=1 proving that the probability of having distortion in factemp
N K—1 N to0 asN — oo.
>H(t @ t;')— H(T 36
e ; ) @) (36) V. UPPERBOUND ON THE SECRECY SUM RATE

The first term in (36) can be bounded as follows: Assumea; > 1,4 = 1...K — 1. Letn be the total number
of channel uses. Defin€™ as: V" = >"." " \/a; X]" + Z}.

= = = Then we have the following lemma:
H(tY el @yt =Y HeN e ) T J |
i=1 j=1 i=1 ’

37) nReum <I Wi, k—1; Y1 k1) =L (W1, k-1;V")
—1

=

—2

K—-1 n.yn n
- Z H(tjv| D Z tf\/) — H(tﬁv) = (K —2)NR +1 (XKaYK|X1,...,K—1) +ne (42)
j=1 i=j j=1 wherelim,, .., = 0.
(38) Proof Outline: The two user casel{ = 2) has been

Hence the mutual information leaked to the eavesdropperP&oved in [3, Appendix]. The same technique is used here to
bounded as’ (t{v oYY AN =1, ...,K) < N(R + prove Lemma 1. The derivation starts from [3, (41)]; being

logy (K — 1)) Y replaced byW; . x_1, Y1 being replaced by

With this preparation, we can now derive the secrecy rafeing replaced byX; 1, Y2 being replaced by’x. The
We notice that when (9), (22), (24), (29) hold, noblg can V1" therein is replaced by™. Then, we can prove
decode the modulus sum of the in_terference, and then decplq%um —ne<I (W1 vvvvv KoY K—l) S I(Wh g1V
tx. Hence the channel can be viewed as composed of two e om " on
parts: one part is a direct link froSx to Dy. The other F LW k- VIYR) + 1 (X YR)
part is the orthogonal MAC wire-tap channel considered in (43)
[4], where the main channel is composediof- 1 orthogonal It can then be shown, following a similar derivation to [3,
components, and the eavesdropper observes a MAC chanAghendix (46)-(57)], that
The signal received by the eavesdropper is the interferencza o " oom n ol on
received byDy. The difference is that this MAC wire-tap? (Wi...k-13V' V) + T (X Vi) < T(XRs YRIXT k1)
channel has discrete input§, ..., t% . Each channel use in
this new channel correspondsfochannel uses of the original Hence we have (42). [
channel. Following a similar argument in [13], for this equi | gt 7» — SR VEXP + \/IZ}; +4/1—=217% , where
alent channel, the following secrecy rdt@; ., ..., Rx—1.) is ¢ < ©
achievable:

K—1, X1

¢ =max{a;,i =1,..,K —1}. Z}% is a lengthr vector that
has the same distribution &} but is independent fronx7;.
0<Rie<HtN)-Ri., Rip>0,i=1,.,K—1 (39) Then we have the following lemma:

K-1 Lemma 2:
S Rip=T(t) g iV, dY,i=1,.,K) (40) = i
Finally, it can also be verified that (3) holds, (24) is fu#dl ! =
and (22) is looser than (9) and hence becomes redu_ndant. + lim lI(X}é;Y;?lX{f__’K,l) (45)
Under (3),R = C(Pmin),? = 1,..., K — 1. The result in n—oon
the theorem follows by choosing; ., as B
N Proof Outline: Becausd/™ is a degraded version 6f",
Ri, = ﬁ(C(Pmin) +logy (K — 1)) (41) from Lemma 1 and data processing inequality, we have

| nRsum SI (Wl,...,K—l;}/'l?...,K—l) -1 (Wl,...,K—l;Vn)
Remark 2: When using nested lattice codes to this interfer- n.vn|yn
. I (X5 YRIX 46
ence channel, we had to overcome two difficulties: (1) The + ( K YK 1,___,K_1) + ne (46)
error probability analysis in [12] requires the noise to beherelim, ... ¢ = 0. Next, we extend the derivation in [4,
Gaussian, while in an interference channel, the interfaren(58),(65)-(68)] to the first two terms, by replaciig® with
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Y* . ;. The derivation in [4, (58),(65)-(68)] corresponds 8 __————
to the case ofl’ — 1 = 2 here. It is important to note that el C(pmm)/'
V™ is not the signal received by the eavesdropper. Hence the
channel is not equivalent to the channel considered in [4], 14}
which has different secrecy constraints. However, as we hav g & Secrecy rate of each of the first
shown above, the derivation in [4, (58),(65)-(68)] does not Z12r & K-1 users
invoke any secrecy constraint. Hence these steps can still b £ .
applied here and we have the lemma. [ | 5 1’,'
Theorem 3: Whena; > 1,7 = 1...K — 1, the sum secrecy §081'
rate is upper bounded by s |
K K—1 0.6
2im1 @b :
Raum < ;0(3) o\ T (47) l
wherec = max{a;,i = 1...K — 1}. 02l ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
Proof Outline: The theorem follows by evaluating the 10 20 30 40 50 60 70 80 90 100

bound in Lemma 2. This is done by extending [4, Theorem
4]. [4, Theorem 4] corresponds to the case wifh- 1 = 3.

number of users K

Fig. 2. Rate penalty paid for secrecy per user reduces autheer of users

Let h; = a;/c,i=1,..., K — 1. Then it can be shown that K increasesP,,;,, = 10.

the first limit in (45) is upper bounded by

S hiPy

1 (48)

K—-1
Y Ccr)+C
i=1 [1]
The main technique is the generalized entropy power in-
equality [14]. Since no secrecy constraint is invoked in its
derivation, its result is still applicable here. This, ajowith  [2]
the fact that (Xj; Y| X7 1) <nC(Pg), gives us the 3l
result in the theorem. |
V1. COMPARISON OF THEACHIEVABLE RATE AND THE
UPPERBOUND
Whena; = a, P; = Pyin,i = 1...K — 1, and the condition [5]
on a given by (3) is fulfilled, the achievable secrecy sum rate,
given by Theorem 2, becomes 6]

Ry = (K = 2)C(Ppin) — logy(K = 1)]" 4+ C(Px)
(49

The upper bound on the secrecy sum rate, given by Theorem
3 becomes (8]

Rub

sum

(4

(K = 2)C(Pin) + C(Pk) (50)

It is easy to see that the gap between upper bound and low&t
bound is at mostog, (K — 1) bits per channel use.

The cost in rate, paid by first eadki — 1 users, following [10]
from (41), is 25 (C (Ppin) + logy (K —1)). We see that,
for fixed P, this rate loss goes t0 as K — oo. This
observation is demonstrated in Figure 2.

[11]
VII. CONCLUSION [12]

In this work, we have derived achievable secrecy rates for K
(K > 3) user Gaussian many-to-one interference channel, gag
an upper bound on the secrecy sum rate. The achievability
technique is general and applies to the full conneckéd 14

. .. _[14]
user interference channel as well [15]. The converse asliz
a combination of techniques in [3], [4]. Although both tech-
niques were designed for weak interference, we show thE!
combination provides a good sum rate upper bound for the
strong interference case.
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