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Disclaimer

This book was written to improve wireless security. Some of the topicsin this book could be
used with malicious intent. It is not the desire of the author nor the publisher of this book that
the information contained be used in away that violates federal law, state law, local law, or other
such rules and regulations (such as work related rules). When accessing a wireless network,
ensure that you have been granted permission to that network. Accessing a network un-invited is
considered "theft of services' and violates Federal law.

The author of this book, and its publisher will not accept any responsibility for damages caused
by information obtained from this book.

Unless otherwise stated, all examples or related stories given in this book are based upon
fictitious characters. Any similaritiesto actual persons, events, or places are purely coincidental.



Forward Possibility #1 “Privacy Lost”

I@n not sure that | would call the lack of privacy today an "epidemic”, but we are in times where
information comes free. And some of that free information is violating our rights as citizens and
humans. While | could write up afairly meaty essay on thistopic, it®all ready been done. It
would also go against what this book stands for. What you are holding is an instruction book on
invading the privacy of others. While, | am not going to get on a soapbox and tell you about how
your privacy is at threat, | would like to relate a personal story of value.

A few months ago, | was doing some training for agroup of State employees with the
Department Of Liquor Control. | was teaching some basic Windows XP and Office XP skillsto
auditors. Their jobs wereto travel out to liquor stores and inventory their merchandise. There
seemed to be a debate arising the week that | was there about "release of personal information”.
It seems that the Columbus Dispatch (our local newspaper) had gone to the courts as asked that
those who perform public service release their personal information. Basically, they were asking
that they be given the addresses and phone numbers of all State employees. Now you may be
asking yourself, "Why should a newspaper firm be granted access to the personal information of
all State workers?’ The State workers were quite concerned.

Under a Public Record Act, the Dispatch argued that they were entitled to the employee’s private
information, because as servants to the State that information was public record. The only
stipulation was that an employee whose information might propose a security threat (like those
involved in law enforcement) would be protected from release to the public.

In the end, there were alot of upset people. One afternoon, the class came to a halt as many
employees discussed this upcoming ruling. 1t didn®surprise me that no one agreed with the
release of theinformation. They all knew that the Dispatch only had plans to use this
information to question and harass employees of the State. The Dispatch has a strong disliking
for the State Of Ohio, and often prints stories that discredit the State and point out what they
consider to be "wasteful spending”. Asthe employees questioned the sanity of this ruling and
threatened to turn in false information, their boss stepped into the room. He must have heard the
conversation as he was passing by. He was furious that they were spending time discussing this
issue. He was probably also a bit angry with me, for having allowed the conversation to
continue.

http://www.ol c.org/lmprivate/ AGonempl oyeeaddresses. pdf

The boss asked them "why are you making such abig deal out of this?” He added, "It®nothing
we have control over, so just sign the papers and get on with it". The room fell silent, and
remained silent for about half an hour after the left the room. 1 bit my tongue, and continued on
with class. Were the employees wrong to want to keep their privacy? Why should a newspaper
have the right to be given alist of your personal information ... ssmply because taxpayers pay
your salary?

In the end, the legal counsel of the Department Of Administrative Services for the State of Ohio
politely refused the request, and cited several casesin doing so. The Columbus Dispatch had



absolutely no right to ask for the information. But they almost had their way. And while the
paperwork was being pushed around the staff was being told, "shut up and take it".

While the case was still in question, there were those who had no problem with making their
information public record. Many people argued that most of that information is published in

phone books anyway. This goeswith the ideathat "I have nothing to hide, so why should | hide
it?’

| have found many friends and family members who have unsecured wirel ess access points.

Even after explaining the risks with allowing your information to roam freely through the air,
where "anyone" might grab it, they leave these devices unsecured. Most will tell you that they
are not worried about the information getting into the hands of someone who shouldn®have it.
Perhaps someone will sneak in and take a peek at your vacation photos. Maybe someone will
see that you visit aweb site several times aday that advertises panties for men. Still, why should
| care?

What about when you send e-mails to work, from your home account. How about when you log
into your bank account to check your balance? Aside from "sniffing" your personal information,
the data thief might *borrow* your connection to cause damage somewhere else. Most
homeowners and business-owners assume that if someone isto *use* their connection, that they
are using that connection in the same way that the owner does. Why should | worry that
someone will visit websites and check their email using my connection? What should really be
in the minds of the access point owner is "what could someone do on the Internet, and
incriminate me for?’

Privacy should be everyone's concern. It is my hope that this book demonstrates this point to the
fullest



Foreword Possibility #2

Some may question my sanity for writing this book. In fact, when I first started explaining the
book to friends and family members, their initial response was “but isn’t that illega?” The
preceding statement was usually followed with a disheartening frown.

So why write abook on peering into the lives of average people, and business owners who
unknowingly allow their private datato leak through their walls? Becauseit’s quite entertaining.
At first, | was only amusing myself with some of the interesting things | was finding. | would
later decide to start putting my adventuresinto my ‘Blog’ for all to see. Many people began
reading my Blog, and found these adventures to be exciting tales into network security (or the
lack thereof). Othersjust liked the thought that | had gotten into someone’s personal
information, and made a mockery of them with it.

Blog - A blog is a web log. More or less, it's an online
journal. Most Blog’s are put on the web publicly, so that

anyone can read your daily thoughts and activities.

After awhile, the Blog began to feel like real work. What began as something fun eventually
became a chore. When in the heat of the ‘hunt’ for something interesting, it was hard gathering
the patience to stop what | was doing, and take a ‘ screen shot’ of what | was seeing. Or perhaps
record some details about what | had done to get to the data so that | could later record the
complete adventure accurately.

Aside from the work that went into recording my activities, | often found myself explaining
technical detailsin layman terms. Not everyone that reads my Blog has a clear idea of what | am
doing, and how | came to get some of the information | find. | think it was that point at which |
decided that my journal style Blog needed to become a better-organized book for your coffee
table. | want this book to serve two purposes. First, it should entertain you. Any book that lacks
entertainment value is not worth reading. Secondly, | want this book to educate those of you
who have valid concerns about wireless network security in your business or household.

How | Became A Wireless Peeping Tom

One morning my boss came into work and handed me a newspaper. He was pretty excited about
an article he had found, and he was sure | would be interested. The article was from the local
newspaper, and it was indeed interesting. At the center of the editorial was a large map of my
local downtown area. Red dots scattered around the map indicated ‘ hot spots’. A hot spot was a
nickname given to an area that had access to a network through a wireless access point. Some
were secured and did not allow an anonymous connection ... most however, did.

| had done quite a bit of consulting in the downtown area in various skyscrapers and office
buildings. Looking at the map, | could guess the business owners of several of the access points.
It certainly made me wonder. How hard would it be to get onto one of these wireless networks?
How many other wireless networks could there be out there?



About this same time, my brother in law was looking to buy a wireless card himself. He had a
laptop that he wanted to put in his garage at his football parties, and get access to his network
inside the house. His laptop was extremely old. So old, that no modern wireless network card
would work with it. He bought about two or three cards before giving up on the effort. He was
nice enough to give me one of the cards, after | put a few hours into trying to make any of the
three cards work on his prehistoric device. So | had a card to fool with.

Before long, | had convinced a friend of mine that we should embark upon a mission that
described by the media as ‘war-driving’. He was not as excited about the road trip as | was. He
didn’t really see the fun in connecting to peopl€’'s networks from an idling car at the side of the
road. But he was certainly curious. We decided to invite athird friend along, who had a nice car
with a sunroof and tinted windows. We aso convinced him to drive. It was agood plan. Chuck
Green at the wheel, and Discount Man and | in the backseat of a PT cruiser. We waited until it
was pretty late, and we headed out onto the road.



Dedication

This book is dedicated to all those peoplein life who have inspired and supported me.

To my wife for always supporting me regardless of how ridiculous or far-fetched my goals are.
And also for editing my book as a*“non-technica” person.

To my children Andy and Isabellafor reminding usto act silly oncein awhile.
My father for showing methat | never have to grow up.
My mother for mostly tolerating my father (who never grew up).
For my good friend Rob “Discount Man” Weekley. Thanks for being the wheelman.
For al of my faithful Blog readers who have ridden me to get this book done! Y ou guys rock.

For the late John Muir and his dear wife, who inspired me to write a technical book for semi-
technical people, and to have my wife help me edit it!



The First Trip

Charles Green was a fantastic man for the job. Not only did he have astylish PT Cruiser to
speed around town in, he also had atrunk full of gadgets. By day, Chuck is a cameraman for a
local television station. By night, heis a self-employed cameraman who films amateur football
games, weddings, etc. The money he makes from his gigs helps to purchase new equipment.
Having done this for severa years, he had stockpiled some amazing portable pieces of electrical
equipment.

In his vast collection of electrical junk, Chuck had a handful of power inverters. Aninverterisa
device that can draw in electrical current at alow voltage, and emit a higher voltage out of an
outlet. Hooking an inverter to a cigarette lighter allows you an electrical socket to plugin
practically anything you wanted. Our concern on the ‘war drive’” was that we only had one
laptop to work with. And this laptop had a weak battery. Keeping it plugged in would definitely
give usalong and fulfilling journey. Rob’slaptop battery only lasted 45 minutes (at best).

We folded down the passenger seat, which turned into atable that we could rest the laptop onto.
And then Rob and | huddled into the backseat around the glowing screen, and said ‘go’. And
away Chuck went.

We had no idea at the time, that Chuck was one of those driversthat hit’s the clutch pretty hard.
He doesn’t mind that jerking motion when coming out of one gear, and popping into another.
Being that we would be bouncing around in the backseat all night playing ‘stop and go’, Rob was
al ready concerned. Always abit of a hypochondriac, he would later be telling us“1 don't feel
good”.

Chuck slowly pulled out of my driveway, and we idled the car at the corner. It took a moment
for the laptop to boot up, and then we had to start up a piece of software called ‘ Netstumbler’.
Netstumbler is a Windows application that will help you search for wireless networks, and gather
information about them. It's a popular application, and it works very well. Immediately after
the program loaded, we had afew ding noises come out of the speaker. We had barely left my
driveway, and had all ready found an inviting wireless access point.

Netstumbler has a‘strength meter’, so we were able to circle the block and watch for the meter
to fly up in strength. After pinpointing the general vicinity in acondo park, we pulled the car
into a parking spot and began to try things out. Connecting to the access point was easy. There
was no encryption, no secret password, no security what so ever. Within 10 seconds we had
gained access to a private network. So now what?

One of thefirst things we tried was simple Internet access. We brought up a browser, and ran a
few searches through Google.com. We were indeed connected to someone’ s access point, which
indeed had access to the Internet. What else could we get into? Rob went for thejugular. There
are hidden shares on Windows PC’ s that everyone has. Everyonehasa‘C:” drive. Andif you
are running anything later than Windows NT, you have that drive shared on your computer. The
shareisinvisible to you, and anyone else who doesn’t know to look for it. But wedid. So we
went into the run prompt and ran something to the effect of, \\192.168.0.101\c$.




Therewas along pause. Rob smirked, and | balked. Then, the login prompt appeared. We had
made contact, and we were now being asked for a username and a password. We guessed.

Username: Administrator
Password: (blank)

No such luck. It would be harder than that. Wetried afew different passwords for that
Administrator account, but we were not going to be able to guessit. Rob then went for a
username of Guest and a password of guest. | heckled him. No way should that work. Yet, it
did.

About 5 minutes into our first adventure we were looking through someone’s private
information. It was fascinating. We deducted that this man whose information we were
perusing was named Torian. It was not difficult to figure out. His name and address topped all
of hislegal papers and afew medical bill disputes that he had saved away on his hard drive. We
also found some pictures of Torian’s girlfriend. She had an extremely large back end, which
Torian must have been fond of. He kept quite afew shots of that rear end in his collection of
photos.

Most interesting to me, was Torian’s chat logs. |’ ve been abig white dork my entirelife. My
idea of what ‘black guys' talk about is based on stereotypes that | pick up from movies and my
high school experiences. Here we had full access to the chat logs of a young black male. What
had he said to his friends? We delved into the mass of random chat logs. Unfortunately it would
seem that we had much to learn about the black males use of the English language. The logs
were so full of abbreviations, and slang, the dialogues made little sense. We did learn a new
word though, ‘nikka . We theorizethat ‘nikka isslang for ‘nigga’, which would be short for
‘nigger’. My hopeisthat | will one day find something that brings all of this confusing language
together in my mind. Perhaps a future adventure would yield the “Rosetta Stone” of black youth.

We managed to waste the better part of an hour camped out in Torian’s condo park, rolling
through hisfiles. After finally tearing ourselves away from this access point, we found that there
were 11 more within amile of this one.

| discovered severa things that night.

There are access points everywhere, and most of them are unprotected.
Charles Green is rough on the clutch, and seems to enjoy inducing motion sickness.
| had devel oped afetish for unprotected wireless networks.



The Boyers

One of my goalsin writing this book is to educate the wireless consumer on the dangers of
setting up awireless network. Herein this chapter, | will demonstrate how easily someone might
wander into your network. | make a point here to lay down both technical, and non-technical
details.

All too often, wireless networks are established to provide an easy connection around a home or
around a business, without the complication of wiring. Security often falls onto the back burner.
How about a common man’s “ Status Quo Analysis’ for wireless networks?

Who would want to look at my data?
If it ain’t broke, why should I fix it?

| met the Boyers like | meet so many other families; wandering the streets of alocal town with
my laptop open and my software running. This particular day you will see | was using
MacStumbler. It's not as good as the popular * NetStumbler’ for Windows, but its goal isthe
same. To show you alist of available networks, how strong the signal is, the name of the access
point, and afew other useful details. While MacStumbler will not find every available network,
it will find most of them. More importantly, you have an excellent chance of connecting to the
networks that MacStumbler will locate for you.

MacStumbler performs what is called “ Active Probing”. This means that the application tells
your network card to “ask for networks’. So as you drive around, your network card is basically
shouting “anybody there? — anyone? - network please?’. These probes can be detected and
recorded by those who run the networks. And they may not appreciate you actively looking
around. We will discuss an aternative method called “Passive Probing” later.

Below you will see that MacStumbler found two networks for me to explore as | drove through
the main road of asmall, backwoods, Ohio town. | took on the Boyersfirst.
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Notice that the Boyers Access Point was not WEP encrypted. Thisisan open invitation for me
to step onto their network. A few other details of interest might be:

Signal Strength —When this shows as alow number, communication with the access point may
be very slow. With alow signal, actually taking files from this network may be VERY slow. A
signal strength of 23 isreasonably high. It also indicates the distance from the access point.
Getting asignal this high means that | must be near the home (or business) hosting this access
point, or their access point is sitting near window.

Vendor — Thisindicates who made the Access Point. This particular deviceisalinksys. These
devices are inexpensive and massively manufactured. They are aso not difficult to set up, if you
are not concerned with security. The Boyers sure weren't.

So my next step was to connect to the Access Point. Technically the term is “association” or
“authentication”. My wireless device asks nicely to make a connection to the Access Point. If
the access point agrees, | become “ associated/authenticated” and | can then pass traffic to and
from the network. Joining went just find, and | was connected.

This act of association isalso the point at which you are probably breaking the law.
Running around ‘looking’ for networks seemsto be okay under most State laws. Yet, by
joining a network, you are stepping into a networ k to which you do not belong. You can
check your own State laws, but you will probably find, “thisisa no-no”.

Often times | stop at this point and check my IP address. Many Access Points will loan you an



|P address to use on their network. You will definitely need one, so it might not be abad ideato
check that out, before you assume you can start finding hosts on this network.

Note: “Association” isin no way part of the same process in which you are given an address to
use on a particular network.

In windows you would perform an “ipconfig”, in Linux, Unix, or OS X you would perform an
“ifconfig”. You arelooking for a‘real’ addressto appear under your wireless card. If you have
0.0.0.0, or any address starting with 169.x.x.x (APIPA) than you were not given an address by
the access point.

APIPA — Automatic Private IP Addressing. Microsoft has a
system in which everyone receives an IP address. So if a

DHCP server shows you no love, MS Windows makes up

an address for you to use. Other than causing you
confusion, it helps you communicate on a network that you would
otherwise have no place in.

If you don’t get an address, don’t fret! 'Y ou may not be close enough to the Access Point to get
network traffic back and forth. Also, | have found many networks where they intentionally do
not give you an address because they feel that it adds to the security and makes the network more
difficult to join. See my section on the “McNetwork”.

If you have an address such as 192.168.0.2, then welcome! Y ou have not only joined the
network, you have an address here and you can begin your exploration.

In this particular case, | assumed | had an address to use, and | went straight to the next step.
That is, trying to find something interesting on this network. At this point, | could begin surfing
the net, checking my e-mail, or messaging my friends. But | could do that at home. So instead, |
would rather look for file shares to get into. Something personal and juicy! Of courseif this
were a corporate network | would be trying to find documents that should have been shredded so
| could sell them to their competitors. I'm kidding of course ... unlessthat is, you have ajob for
me and you pay very highly.

| have found that OS X comes with a great little tool called “findsmb”. Thistool comes from
SaMBa. It alowsyou to put out arequest on anetwork looking for ‘resources to browse’. Any
Microsoft Windows clients should respond to such arequest, and tell you a few things about
themselves. You also have atool called “smbutil”, which has similar features. Unfortunately,
OS X does not seem to implement all of the avail able features you might have in an open source
Unix or Linux operating system.

If you are running a Microsoft Windows operating system, this step is pretty easy for you.
Simply start browsing your Network Neighborhood, or My Network Places and see what turns

up.

Hereiswhat | did from Terminal/shell.



audreyii:/etc rayhaque$ findsmb

IP ADDR NETBIOS NAME WORKGROUP/OS/VERSION

192.168.1.4 DESKTOP [ MSHOME audreyii:/etc rayhaque$

Hallelujah! | had afriend on this network. This computer is named “DESKTOP”. It makes
sense to me because this computer probably sits on the Boyers desk. | also see that they have a
Workgroup name of MSHOME. Thisis pretty typical of a Windows XP computer set up on a
small home network.

Connecting to this host would be easy. | know the IP address. Now | just have to ask the PC
nicely if it is sharing anything, and what the name of those shares might be. In Windows you
would go to a Run prompt (Start > Run) and type \\192.168.1.4 (and then enter). Inthiscase, |
wasin OS X. Sol click “Go” (from Finder) and then “Connect To Server”. In the box, you
have to specify that you are connecting to a computer through the use of Server M essage Blocks
(SMB). SMB is Microsoft Windows way of sharing things over anetwork. Using OS X you
have a component called “ SaMBa” which allows a Unix/Linux operating system to connect to
those Windows clients. So here in the following photo you will see | typed out
“smb://192.168.1.4” and struck enter.
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After abrief pause, | was given alist of all the shares on this computer. At thetop of thislist
was “C”. Therewere severa other shares, but | lost interest in them upon finding“C”. It's
pretty safe to bet that the “C” share was actually the “C drive”. That is, this person shared their



entire hard drive. If | could access this share, | could access anything that they had stored on
their computer.

| attached to the share, and the workstation has challenged me for a username and a password. If
the user has chosen a good administrative password, and disabled the “guest” account (which
they should have) then thiswill be the end to our adventure.



| usually try “guest” first, and if that doesn’t work then | start trying to guess the administrators
password.

So | logged in with ausername of “guest” and a password of “guest”. Thereisusually along
pause here while the workstation looks over the request. If we have failed to properly
authenticate ourselves we will be given this same window again. That's sort of afriendly way of
saying “nicetry, but no cigar”. In thiscase, we got the following window:



Ah, sowhat'sthis| see? The Boyers“C” drive. From here we can get into anything we want. |
all ready know that the Boyers have Windows XP. | aso know that they have, or at onetime
had, AOL astheir Internet Provider. Did you notice the “aolextras’ folder there? They also use
the AOL Instant Messenger. | wonder what kind of messages they have stored away that we
might get into?

Are you seeing the possibilities here? Thiswhole intrusion took less than five minutes. The
Boyers didn’t seem to be home. But then again, | was looking at their front lawn from about two

blocks away where | was parked on acity street. | didn’t see any cars out front, and no activity
in the home.

| headed into their “My Documents” folder, and then into “My Pictures” and | stole afew photos
from their collection. What kind of photos? Family photos of course! What kind of book do
you think thisis? Get that mind out of the gutter.



QuickTime™ and a
TIFF (Uncompressed) decompressor
are needed to see this picture.

Y ou have now witnessed how easily privacy is taken away when you run an unsecured access
point. Boyersbeware! Bad people like me are out there, hiding up the street, browsing your
recipe collections.

On this sunny afternoon | eventually got the attention of a dental assistant who's parking lot |
had inhabited. She was peering at me through the curtains of a screen door wearing her little
paper mouth cover, and she looked concerned. | decided | had gotten enough from this
adventure, and like so many other infiltrations it was brought to an early end. Before scooting
away | pulled out my cell phone and unfolded a map on the dash. | have found that giving the
illusion that you are either lost, or ‘not from these parts' will generally dismiss suspicions. See
my section on “not getting noticed” for more tips on that topic.



The McNetwork

Being an instructor hasits benefits. Driving hours from home through poor weather, to teach a
handful of people how to use Microsoft Word is not one of them. Looking at aforecast of
upcoming courses, | could see that | would be driving out to the Mohican State forest every
Tuesday and Thursday for several consecutive months. | couldn’t complain about the money |
would be getting in mileage expenses, but | knew where | was going and | wasn’t happy about it.

Embedded in the center of the Ohio Mohican forest isa Y outh Center. Being that it’s an
institution for youth gone (horribly) bad, Internet Access is extremely limited within the walls.
We wouldn’t want sex offenders sneaking off to look at pornography now would we? Aside
from the lack of Internet Access, | had about 3 to 4 hours between classes to waste in the middle
of nowhere. After the second day of sitting in my car without access to the Internet, | headed
into the nearest town afew miles down the road.

With my laptop open, and my war driving software running | discovered atwo access points a a
nearby McDonalds. Loudenville was not avery large town. But every town hasaMcDonalds. |
was a bit confused by what | had found. From the McDonalds parking lot, | was seeing two
separate access points, with similar names. They appeared to be directly related.

These access points were not in any way related to the McDonalds, but were rather set up to feed
customers wirelessly in this small town. It just so happened that this McDonalds parking lot was
fairly high in the area, and with no trees or obstructions in the way to block signals. | can also
tuneinto alocal college radio station pretty well in that parking lot. On Thursday afternoons, a
DJ comesin and plays an impressive collection of rap and hip-hop both old and new. Getting
back to the mission at hand, | headed out to the owners website to gather more information.
Getting the providers name was easy. They named their access points after it!

| headed on out to their website later, http://www.srunner.net and found this information:
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I’m thinking that this webpage was drafted together and handed off to someone who was
supposed to put real content on it. Instead, they left all the silly notices about what * should go
here’ and put it on the web. Obviously, this small company had alack of technical staff.

So here was asmall town that probably had no high-speed Internet solutions. Rather than try and
run fiber optic cabling through ahistorical district, or convince the sole cable television provider
to provide cable modem access, they had taken the wireless route. | found this rather amazing
that living in this small town you could connect to what appeared to be an unguarded access
point of your choice. It would proveto be a bit more difficult.

The next logical step was to connect to the access point. Asyou can see here | was on my
iBook, and so | clicked the funny WiFi icon, and selected the SRUNER access point from the list
of available networks.



Although there was no sign of encryption or password protection on this network, connecting to
the access point(s) yielded no address. Most access points happily hand you an IP address, DNS
serversto use, and a default gateway for which to deliver your Internet traffic. | was getting
nothing from a stingy access point. Perhaps this lack of cooperation in regardsto an IP address

loan was this company’ s form of security. Interesting. How hard would it be then to give myself
an address that happened to work on this network?



Being that this was the first attempt | had ever made to barge into a network ‘uninvited’, | had
come unprepared. | would need to monitor the traffic traveling on this network and feel around
for an IP address that would work. | would also need an address that was not yet assigned. After
all, taking someone else’ s address would most likely cause them problems and force them to call
in acomplaint with their provider. If paying for access only got them a static address to use, the
providers would most definitely know that someone was thieving service from them if a
customer reported a‘duplicate IP address'.

| knew of only one tool that | had to begin the job, tcpdump. Thistool will monitor packet
headers on a network connection and report them back to you. Packet headers are not always
that useful. For example, they will tell you where traffic is coming from and where it is going.
Y ou will aso get agood guess on what kind of traffic that it is. Which was good enough for my
purposes.

Thistool, tcpdump, requires ‘root’ privileges because you are stepping your network interface
card into a*promiscuous’ mode. Network cards are trained to ignore any traffic that is not
intended for them. So thistool convinces your card to listen anyway and relay back the results.

audreyii:~ rayhaque$ su
Password: (password)
audreyii:/Users/rayhaque root# tcpdump —i ethl

The packets began to roll in at an astounding rate. | had to hit “ Control+C” to end the dump, and
then wait a moment for the flood of packets to stop.



Below isasample of what wasrolling in.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on enl, capture size 96 bytes

-3:-10:-46.144815 66.135.195.27.http > 3.0.21.4.jetform: . ack 171688900 win 17520 (DF)
-3:-10:-46.146442 216.170.17.250.http > 3.0.21.12.mni-prot-rout: S 270721763:270721763(0) ack
4200652863 win 5840 <mss 1460,nop,nop,sackOK> (DF)

-3:-10:-46.216123 216.170.17.250.http > 3.0.21.12.mni-prot-rout: . ack 140 win 6432 (DF)
-3:-10:-46.234749 216.170.17.250.http > 3.0.21.12.mni-prot-rout: P 1:226(225) ack 140 win 6432 (DF)
-3:-10:-46.235366 216.170.17.250.http > 3.0.21.12.mni-prot-rout: F 226:226(0) ack 140 win 6432 (DF)
-3:-10:-46.250243 80.218.124.242 kazaa > 216.206.239.132.mgcp-gateway: . ack 3274910858 win
62944 (DF)

-3:-10:-46.296721 216.170.17.250.http > 3.0.21.12.mni-prot-rout: . ack 141 win 6432 (DF)
-3:-10:-46.386991 80.111.177.249.kazaa > 216.206.239.132.fjitsuappmgr: . ack 3265502683 win
17520 (DF)

~C

What was | looking for you might ask? Just clues. | needed to know what kinds of addresses
were in use on this network. Tcpdump was showing me where traffic was coming from (on the
left of the >) and where that traffic was destined to (on the right of the >).

After some careful examination | detected a pattern of addresses starting with 216. This must be
the “SRUNNER” network. | could see that 216.206.239.132 wasin use, so | thought | might just
pick an address that was close. How about 216.206.239.134? | didn’t see any traffic coming

from that address, so | went into my System Preferences and filled it into my Network properties.



Woops. | made amistake. How was | to know that someone was using that address? This box
istelling me that some guy with aphysical MAC address of 0:30:f1:16:ec:cl has all ready
claimed that IP address, and | have better chose a new one.

| incremented my address by a few numbers and tried again with 216.206.239.136. Thistime, |
got no complaints from anyone el se on the network.

Now for aquick test to seeif | am actually on this network, and communicating with other hosts.
| decide to ping the man whose address | had accidentally stolen. The ping just sends afew
packets in his direction, and afew packets bounce back. It looks successful.

audreyii:/Users/rayhaque root# ping 216.206.239.134

PING 216.206.239.134 (216.206.239.134): 56 data bytes

64 bytes from 216.206.239.134: icmp_seq=1 ttlI=64 time=14.945 ms
64 bytes from 216.206.239.134: icmp_seq=2 ttl=64 time=5.387 ms
64 bytes from 216.206.239.134: icmp_seq=3 ttl=64 time=7.127 ms
64 bytes from 216.206.239.134: icmp_seq=4 ttlI=64 time=59.236 ms
"C

--- 216.206.239.134 ping statistics ---

5 packets transmitted, 4 packets received, 20% packet loss
round-trip min/avg/max = 5.387/21.673/59.236 ms
audreyii:/Users/rayhaque root#

So now | am on this network, and | can communicate with other local hosts. | will need afew
other pieces of information before | can get out to the Internet though. Such as a gateway to send



my Internet traffic to and DNS servers so that | can translate my hostnames to IP addresses. It
would be tough to find any of these things with asimpletool like Tcpdump.

Severa dayslater, | returned with anew tool in my arsenal; Ethereal. Ethereal is a packet
monitor that captures information as is flies across a network, and then displays them to you and
let’s you explore each one. Depending on what you know about networking, these packet
collections can either be aroadmap to a network, or a bunch of garbage! | aways encourage
those who have not seen a packet monitor, to go get yourself one and start exploring. Ethereal,
like so many othersis afree application.

The first trick to running Ethereal isto first start up X-Windows, and then to run the application
with root permissions. That isimportant. The number one question of “why the hell doesn’t
Ethereal work?’ is answered with “because you didn’t run it asroot”. | suppose we could add
“and you didn’t read the FAQ on the Ethereal website’ to that.

After entering my root password (I’ m not telling you what that is), and waiting for a brief
moment, Ethereal launches.

We want to start a“ Capture”, and pick the appropriate network adapter. My laptop actually has
two adapters. Oneisabuilt on wired Ethernet adapter (en0) and the other is my wireless
Ethernet Airport card (enl). If you run Ethereal and find that you have no adapters to choose
from, you forgot to become root!



Starting up a capture is a bit like a fisherman throwing his net out to sea. Y ou now have to wait
alittlewhilefor fish, lobsters, and shrimp get stuck in your net. Y ou will not see the packetsin

real time. Rather, you will see a counter that displays how many packets you have captured, and
what category they fall into.



Once you have had enough, you can click the stop button. Then Ethereal will dissect each
packet, and display them to you. Depending on the amount of packets you captured, this could
take several minutes. My adviceisto capture relatively small amounts, pick through them, and
then go back to capturing. Remember that while you are looking at what you captured moments
ago, you are missing new packets are rolling through the network.



Here you can see what Ethereal has come up with.



| read all the time about how insecure networks are. “Bad guys can get your stuff!”. You have
heard it. But have you ever tried it? While it may require some novice to intermediate
networking skills, making sense of captured information can be pretty easy.

Ethereal does a pretty good job of giving you hintsaswell. Some traffic is not al that useful. In
fact, alot of network traffic is downright worthless. Some network administrators will run a
program like Ethereal simply to see why their network is so slow. What they often find is that
their users are wasting their networks bandwidth running unnecessary applications. Some
examples might be file sharing programs, streaming radio stations, instant messengers, or
weather utilities.

Bandwidth — A rough figure of “how much data you can
squeeze through a pipe”, and “how fast you can do it".

In the previous photo, you can pick out what appears to be someone’s Instant Messenger “Away”
message. It says something like “food, nap, umm yeah”. Interesting. We can also make out a
few “Browser Elections’. Microsoft clients love to fight over who is in charge of finding other
clients on anetwork. Hereislooks like aworkstation named KAGILLION is declaring himself
king.

On another capture | found some more interesting tidbits. Here you can see a“Name Query” in
progress. A host on this network, 216.206.239.142" asked his DNS server “216.206.239.191”



who “gto.net” is. | can probably assume that the address ending in 191 is this networks DNS
server.

| can also make out a conversation in “POP”. POP is the Post Office Protocol. It isthe protocol
that most use when getting their mail off of amail server and into their mail reader client (like
Outlook Express). | often see many POP requests on a network, but that’ s because people set
their clients to check the mail every few minutes. If you only get afew messages a day, most
POP requests only show that they checked for e-mail and didn’t find anything new. Although, |
do now have thisman’s email address, logon ID, and password. If | were not so kind, | could
start intercepting his e-mail by checking for new messages just one minute before he does.

Although | was having fun peering into the lives of others, | was really interested in running my
own Instant Messenger, checking my e-mail, etc. | have an address that works. | have aDNS
server to use. | still need a gateway.

The Trouble With Gateways

Finding a gateway to use on a network is always difficult. It should be smpleto find. If people
are accessing the Internet on their local network, they have to be making use of a gateway. The
gateways job isto take traffic that is destined for an outside network, and pass it onward to
someone Who can get it to where it needs to go.

The problem isthat gateways are passive. That is, people don't try to send packetsto the
gateway itself. They send their traffic to the Internet. The gateways just so happensto pick it up
and push it dong itsway. It’sthis process that makes learning a gateways address difficult.

One might guess that gatewaysend in 1. That is, if my network address were 192.168.0.120, |
would guess that my gateway is 192.168.0.1. While that’s usually true of small local networks,
it cannot be assumed. Larger network are generally divided into smaller segments. Thisdivision
might put the beginning and end of a network in an unlikely place. Without being technical, we
would blame this quirk on the “ subnet mask”, and the practice of “ subnetting”.

So how do you find it? With any luck, that router talks to other routers and sharesit’s
information. The two primary routing protocols on local networks are “OSPF’ and “RIP". If the
routers are Cisco brand, they have al their own routing protocols (Cisco HDLC, CDP, etc). If
you see this type of traffic on anetwork, you are seeing arouter in action. That router might be a
gateway.

In our particular case of the McNetwork | caught a sole “ping” reply in my capture. The address
of 216.206.239.188 was one that | didn’t recognize.



It was also the highest numbered address | had seen on this network. Did they place their
gateway asthe highest IP addressin their network? That would seem backwards. But then
again, if | ran an unsecured network that spanned for miles, | don’t suppose | would bein the
business of making sense.

| would later learn that modern versions of Microsoft Windows (XP, 2000) have asystemin
which your computer “checks’ its address. If you are running DHCP, and you have just booted
up, the Operating System will send aping to its gateway. If the ping is successful, this means
that the computer is still on the network that it was on when you shut the computer down. If the
ping is unsuccessful, than the Operating System assumes you have physically moved the
computer to a new network. At this point it would attempt to release the address, and ask for a
new address from anyone who offers.

In this particular story, | suppose | was just lucky enough to be capturing data when someone
booted their PC.

Now to test thisaddress | found. Thereisreally only one way to seeif thisis a gateway.
Configure this IP address as a gateway, and then try to communicate with afar off host so that
traffic is sent to the gateway for routing.



| dsofill inaDNS server. It'snot theonel found. Rather, it'sa DNS server that used to belong
to Time Warner’ s high speed RoadRunner Internet service. | fed off of their DNS servers using
them all thetime. While most DNS servers will only answer to their own respective networks,
the RoadRunner servers would answer anyone’s DNS requests, from anywhere. It’srare, but
when you come across DNS servers like this, it’s good to record them for later use in situations
where you need a public DNS server to use or you are troubleshooting DNS issues on your own
network.

After bringing up afew web pages | was satisfied that | now had everything to communicate on
this network. What | do next isup to me. | could continue to spy on this networks users and
pick their data out of the air. | could check my e-mail and chat to my friends on this free
network. | could go through the drive through and order myself aBig Mac. | have after al been
in this McDonalds parking lot for several hours by now and all this snooping makes a man
hungry.



My WarDriving Machine

My first few trips WarDriving | was using an old beat-up Pentium grade laptop with roughly 40
megabytes of RAM init. It wasby no meansfast. Rather, it was alaptop that | had built out of
two dead laptops. | had never owned a good laptop, because | didn’t have much of a use for one.
| worked around computers all day, and when | got home, | had several there to play with. Being
that | don’t travel, | really didn’t think | needed one. But to Wardrive, you will need the
portability of alaptop.

After afew adventures, | decided to start looking into a cheap laptop to replace my junky old
model. | had an idea of what | needed. Since this laptop would be solely for WarDriving, | was
out for long lasting battery life and durability. | have heard good things about Panasonic’s series
of laptop, which they call the “Toughbook”. Poking around eBay | could see that the Toughbook
was out of my price range. Even the older models that were about equal to my junky Pentium
were still going for severa hundred bucks.

One of the best-rated laptops in the past has been Apple’siBook’s. Their early iBook’s (original,
and theiBook I1) had batteries that would last 8 hours (according to Apple). TheiBook’s aso
looked pretty neat. We are referring to the “Clamshell iBook”, of course. The Clamshell models
were attractive, extremely durable, and had long lasting battery life. The bad news was that the
laptop weighs in at almost nine pounds.

Going out on eBay | found afew that | was interested in, but | watched bidding wars ensue that
ended in the five hundred dollar price range. That was much more than | cared to spend on a
laptop, so | continued to watch running auctions taking notes on what was driving up the price. |
also kept aclose eye out for “quick sells’ that had lower “Buy It Now” prices. They are few and
far between.

After watching afew weeks | found an iBook selling from agirl in New Y ork who had been
given the laptop as a gift, and was selling it because she never used it. It was advertised as a
466Mhz model, with 64MB of RAM and a 6 gig hard drive. It had a opening bid of $399 and no
bids. | watched it until the last day, the last hour, and the last possible minute and then dropped
my bid. $400 was about the most | wanted to spend, and this seemed like a good deal.

A week or so later, my iBook arrived. It was only a 300Mhz moddl; it only had 32MB of RAM,
and a3 gig hard drive. It seemsthat the seller didn’t know the model real well and made some
guesses about what it really was. The really bad news was that the battery was flat dead. It
would take some work to turn this into the WarDriving machine | had hoped for.

After having added 128MB of RAM, an Airport card (WiFi Adapter), and alarger hard-drive my
WarDriving machine was nearly complete. For several weeks | made use of adevice called an
“Inverter” which allowed me to hook my laptop up to my cigarette lighter in my car. The
problem was that | had to boot my laptop when | got in the car, and shut it down before | got out.
Once | bought my replacement battery, this charade of booting and shutting down was no longer
necessary and my Inverter went into the trunk.



OS X Is The Bomb

Anyonewho tellsyou “1 don't like Apple” hasn't sat down to aMac lately. For afew years now,
Apple has supplied a choice in Operating Systems.

OS 9 - A continuation of Appleslegacy Operating System line working similar to OS 8, OS 7,
efc.

OS X — Apples new breed of Operating System. Whilelooking like OS 9 in appearance and use
of menus, the Operating System was re-written using UNIX as an underlying core.

Any intelligent network administrator will tell you good things about UNIX. For one, UNIX
was the original network operating system. It wasinitially assembled in 1958 (under various
different names) and elements of UNIX were written specifically for networking. For this
reason, UNIX commands alot of respect in networking applications. While Microsoft Windows
caters to the end user, and the friendliness of their interface, UNIX is difficult to learn to use.
Microsoft Windows has networking abilities, but the applications do not compare to the speed
and efficiency of UNIX.

And so, OS X isideal for anetworking environment. When you bring up “Termina” (the
equivaent to Microsoft's Command Prompt) you are given a“shell”. A shell inaUNIX
environment is a command driven interface to the kernel (the core) of the Operating System. It’s
quick, powerful, and very intuitive. A shell gives you far more abilities than Microsoft Windows
Command Prompt. From ashell, you can string lines of commands together like code. Or use
the output of one command as input for another.

UNIX is based mostly (and sometimes entirely) on open source code. This meansthat if you
want to know how something works, you can actually ook at the code that makesit tick. While
you may not understand the code (I sure don’t) it’s interesting to poke through. It’'s also this
‘free’ trading of code that allows devel opers to write software for a UNIX based operating
system. There are many web sites on the Internet that specialize in the open devel opment of
free software. The best exampleis http://www.sourceforge.net.

Lastly, | will mention that many modern day Operating Systems have borrowed from UNIX.
Take for example Microsoft’s command “ipconfig”. This command, when run from your
Command Prompt will display your current IP Address properties. Thiscommand is derived
from UNIX’s“ifconfig” (short for Interface Configurator). Microsoft’s usage of this command
isfor display purposes only, while UNIX’sifconfig is used to quickly ‘change’ the properties of
your network card. Who would want to change their IP address in the bat of an eye? | do! In
Microsoft based Operating Systems you have to apply your changes and wait for around 30
seconds of hourglass time.

Looks matter! Y ou don't think so? Would you rather drive arusty 84 Ford Fairmont, or a shiny
new BMW Roadster? With looksin mind, OS X ought to win some awards. Microsoft
Windows has changed very little over the years. The windows are always square, and blue at the
top. Apple began making their windows rounded at the edged with a smoked or metallic edge.
This change within Apple s Operating System prompted the drastically new look to Microsoft



Windows XP. Remember, awell-engineered product will never make it to the consumer if it
doesn’t ‘look good’ too.

Having fallen in love with the good looks, and usability of the OS X Operating System, | started
to uncover great applicationsthat runonit. Seemy “Tools Of The Trade” section for more
detailsin this subject.

The Airport Card

Apple's concept of the iBook is pretty interesting. 1t's much like V olkswagens concept of a
good car. The Volkswagen Company began by making simple, yet good-looking cars for the
“working class man” who wants an affordable car, with minimal maintenance required. Apples
concept was similar: to provide the workingman with alaptop that does what you need it to,
without maintenance, or even a clear understanding of computersto useit.

iBook’s have very few ports on them, and are kept very smple. They can provide accessto a
Wireless Network with the addition to an Airport Card. Many laptops have aslot or bay in the
side called aPCMCIA slot. The cards that the slots take are referred to as PCMCIA cards (or PC
Cards for short). While Apple puts these bays on their Powerbook series of |aptop, they do not
put them on theiBooks. Instead, the iBook has an internal slot, which is meant to contain an
Airport card only. The iBooks also contain internal antennawiring for the Airport card to latch
onto. Asaresult, the addition of an Airport card is simple, and the card will forever remain
inside the laptop (just under the keyboard).

The wiring for the antenna runs through the upper half of the laptop (behind the display) and
then splitsinto two wires, which are positioned on either side of the display screen. Through a
combination of good wiring, a powerful card, and an excellent interface to the Operating System
it isthe best Wireless experience a user could hope for.

We should also mention that the Apple Airport card is built using the popular Orinoco chipset.
Orinoco is acompany that developed one of thefirst, and still the most respected chips that
provide Wireless cards a brain to use when speaking with Wireless networks. Orinoco (unlike
many others) provides the design and instructions of their chipsto the general public. If
someone wants to write an application that takes advantage of the Orinoco based Wireless cards,
they have all the tools and information necessary for the job. Being that UNIX and Linux
Operating Systems are often assembled for free, they need access to free source code for writing
drivers. UNIX and Linux users alike agree, Orinoco cards are what you need for WarDriving.

The Battery Life

While many will balk at Apple' s claim to getting eight hours of life from one of their iBook
batteries, | have gotten seven hours of continuous use from my iBook on several occasions. | am
of course using a new battery that | bought from BTI (a manufacturer of replacement batteries),
which may be cheating. Y et many laptops only offer 45 minutes to an hour of life, and don’t
offer much of an apology. What good is a portable laptop if you can’'t get a full hour before
switching to a power cable?



If you are serious about WarDriving for extended periods of time, purchase a spare battery and
chargeit overnight. Lithium batteries (the majority of laptop batteries are lithium) can hold a
charge for weeks, perhaps even years.

Intel’s Fix For Short Battery Life

Intel has developed a new technology to appease user complaints. The complaints are:

Modern laptops spend too much battery power on processors.
Wireless cards consume more power to get alonger range to an access point.
Laptop displays are needy, and easily take half the battery power on their own.

Intel has worked to engineer specia hardware called “ Centrino” technology. The concept isa
wireless networking laptop, with afast processor, a bright display, and along operating time
between battery charges.

Thisis certainly better than the way Apple handled those complaints. Apple simply gave you a
battery that iseasily 3 to 4 times larger than an average laptop. Thiswasn’'t done to compete
with Intel’s solution. Rather, Apple’ s addition of larger batteries predates Centrino technology
by about 3 years.

My friend' s Sony VAIO has three lithium based battery cellsinsideit’s battery pack, which
make for atiny overall battery size. Size does matter, gentlemen. My iBook uses the same exact
size of lithium cell, but has ten cells, making for a much larger battery pack. Y ou do the math.
The downside isthat my friend Rob’s iBook weighs about as much as a flattened box of tissues,
while my laptop weighsin at nine pounds. | have joked though, that my laptop would make a
much better weapon should | have to fight off an attacker with it by beating them over the head.

Frankenlaptop

One of my faithful Blog readers (conundrum) once coined the term “Frankenlaptop!” after
having seen the latest of my torturous surgeries on my iBook. Several months ago | decided that
| wanted to be able to hook up an external antenna (Cantenna) to my iBook. The antennas built
into theiBook are quite good. But with a Cantenna you can sniff network packets from well
over amileaway. | knew that to add an antenna attachment would require some disassembly of
my beloved laptop. So eventually | got the guts to pry my laptop apart and drill ahole for the
attachment.

| have used aBNC connector for al of my cantennas, so it only made senseto attach aBNC
connector onto my laptop. The problem, was finding away to attach the connector that looks
somewhat natural, and allowed the connector a good durable foundation so that it would not
break off.

BNC — A type of connector used for old networks, and
televisions in Europe. The connector is durable and

provides for fast connection and disconnection.




Going through my junk piles, | came across an old network adapter called an “ Etherpocket”.
This deviceis designed to plug into the parallel port to provide network connectivity to a PC
without taking it apart. While | had never found alegitimate use for this device, it did seem like
the perfect way to attach my BNC connector for my antenna hookup. Rather than pry out the
connector from the Etherpocket, | glued the entire device to the back of my display and ran a
wireinside.

Onceinside, | ran the wire to the top of my display where the iBook’ s antenna cable ran
downward to the Airport card. A touch of solder and it was set. Thereisaways adownside.
My all ready large laptop was now 3/4 of an inch thicker, and it barely fit into my laptop bag.
Y et, the attachment has provided me alot more range than | had before.

QuickTime™ and a
TIFF (Uncompressed) decompressor
are needed to see this picture.

The second modification | made was concerning my power supply. When | bought the laptop, |
received the original power adapter with it. Many refer to this adapter as the “hockey puck”
because of its bulky obnoxious shape. They generally die premature deaths from weakening
within the thin wire that runs from the puck to the laptop.

Thefirst problem occurred when the power cable that runs from the wall to the puck ran a short.
| could wiggle the cable and see sparksfly. So | replaced that cable. It wasjust a matter of
changing cables. A week or so later | noticed that there were two more shorts forming at either
end of my hockey puck adapter. These shorts were inside the cable that does not come off of the
hockey puck. Seeing that a new adapter would cost me about $40, | went to work on modifying.



Somewhere in my piles of junk | have a Toshiba Satellite laptop. It's an old piece of junk, but |
like the fact that it uses a standard power cable to connect it to awall outlet. | wanted that ability
with my iBook. So | disassembled my hockey puck power supply, and glued it to the outside of
my iBook (on the back of the display). | glued it onintwo pieces. The puck itself, and then atin
box that holds the standard 3-prong PC style grounded plug. Now my puck is aways where |
need it, and there are no thin wires exposed to go bad.

The tough part of this project was running the thin power wire through the display, and down to
the lower part of the laptop where it wiresinternally to the power connector that sticks out of the
side. Now, my laptop weighsin at about 10 pounds. But it’s exactly what | need for
WarDriving, entertainment, or writing books! By the way, | would not recommend this surgery
to anyone. Getting wire through the hinge was pretty painful and there is no guarantee that my
fix will last. | have also had afew people tell me that my laptop looks like a homemade
explosive. They'reright. If | ever decided to travel, | think my laptop would have to stay
behind.

Stupid Mac Tricks

Black and White Mode: This may be better suited for the “not getting noticed” section. This
trick will a'so make your battery last alittle longer. If you want to shake all the color out of your
display, hold down ctrl+option+apple and press the number 8. Y ou will get amonochrome
version of your display. Neat!



Not Getting Noticed

Y ou are out and about WarDriving. Y ou stumble upon an open access point, attach to it, and
begin your snooping. Suddenly, you feel eyes on you, and you realize someone is watching you
from a nearby window looking concerned. Where did you go wrong?

On several occasions | have had to abandon an interesting find due to cold stares from onlookers.
Whileit irritates me to have to give up and drive away, | do understand the onlooker’ s sense of
concern.

Imagine you wake up one morning, and you are eating your breakfast. All isquiet inthe
neighborhood. Perhaps you are reading the paper (some people still do that every morning).

Y ou hear arumbling engine outside, which is strange since you were not expecting anyone. Y ou
look outside and see someone sitting in front of your housein their car doing something down
under the dash. Y ou know it’s not your neighbors, or your neighbor’s relatives. So who are
they, and just what are they up to?

Change the time of day to evening, and you may just look like a prowler looking for a house to
rob. While| have never drawn enough attention (or hung around long enough) to meet a law
enforcement agent, | may just have worn out my welcomein afew areas. Usually | know right
away what | did to draw interest. So here, | will share afew tips to you wardrivers who want to
be |eft alone.

Private Property is Private! —If you are in an apartment complex, condo park, or even a
business park you are likely to find a swarm of access points to connect to. But remember that
you have no business there, and you are likely to draw the attention of the home or business
owners. It can be tempting, but if you want to stay on the right side of “the bars” you had better
keep out of private areas. Often times you can access those private access points, from a public
street. You are allowed to park on a public street unless signs say otherwise. On the other hand,
| have also found that really large apartment complexes have gigantic parking lots, and no sense
of community amongst neighbors. Y our mileage may vary.

Smile and Nod — | have looked employees right in the eye and smiled as they headed into work.
Meanwhile, | have a connection to their access point, and | am transferring files from their
production network. If you look like you are waiting for someone, or know people at the
location, it isunlikely you will draw interest. If you look clean, and non-threatening they are
likely to believe that you have business there. Thisis abrave move, and you should be on the
lookout for asign to flee.

Drive Away Slowly — If you draw too much attention, you should pull away very slowly.
Driving away at high speed makes you look pretty suspicious, don’t you think? Also, you have
to ask yourself “what was | doing that was so bad?’. If alaw enforcement officer pulls you over
up the road, they are not going to take your laptop and put you in Federal prison. Just tell them
you pulled over for amoment to read directions off of your laptop. You meant no harm. After
checking your license, you will be freeto go. And you may also be reminded that you are not



welcome on this private property. Why were you on this property to begin with? Didn’t you
follow Tip #1?

Eat! — | am not encouraging you to stuff your face with cheeseburgers while you wardrive.
Chances are, you have al ready had too many burgers. But many people stop at McDonalds for
a cheeseburger and then pull over to eat it. So put afast food bag on your dash, and a super-
sized cup, and make like you are eating. |If someone looks out their window and finds you there,
stuffing your face, they will probably be concerned that you are going to dump your trash on
their lawn. They will not wonder what you have in your lap (which is alaptop, not
cheeseburgers and fries). If you can hit an access point from within afast food parking lot,
camp out. | have sat for hoursin McDonalds parking lots never drawing attention. People will
come and go. They won't notice you have stayed.

Travel By Day — It’s okay to head out for an evening of WarDriving. But you will draw far
more attention traveling by moonlight. Just what are you doing out so late? Also bear in mind
that law enforcement officers have lessto do at night. So you are more likely to run across a
nosey cop who wants to know why you are parked here on the street at 2:00AM. Travelingin
the daytime put you in the light where people can see you, but following these other tips will
keep you out of trouble.

Distract Yourself — Keep distractions nearby to ease the comfort factor of your presence. If you
know you are being watched (you will know) don’'t look around nervously. Instead, put on a
show. Pull out aroadmap, and rub your forehead (you're lost and need help). Don’t worry
about people helping you. They would rather be left alone. Perhaps take out a cell phone can
make like you are talking to someone. Or for that matter, call someone. “Hey dude ... | am
outside this guys house and he'slooking RIGHT at me”. Keep it simple. Don’t prop up your
hood and look like you are broken down. People will decide to help you to get rid of you.

Show Off Your Laptop —Don’t be ashamed of your laptop. Carrying alaptop everywhere you
go makes you look like adork. Dorks are generally not criminals though. So people would
much rather see that you are double gripping alaptop, and not brandishing agun. Keeping your
laptop under the dash while you work on it makes people wonder what you are hiding. Very few
people actually consider that you might be using this laptop to get into their network. If they
were that smart, they would have secured their network properly and kept you out to begin with.

Put The Cantenna DOWN — | cannot express how important thistipis. If you create a
cantenna, realize that it looks more like a weapon, than tin cans taped together. If you were to
see someone driving down the street pointing alarge bazooka barrel out of his or her window, |
bet you would get pretty nervous. Don’t hang anything out of the window when you might be
watched. Instead, try parking your cantenna on the dash, sideways. It will be almost as effective
as holding it, and nobody will wonder what that thing is on your dash. Remember to cover your
cantennain dark colored paper or tape so that it doesn’t reflect sunlight and draw unwanted
attention.



Cantenna Recipe
Like any good recipe, you will need some supplies. Hereiswhat we recommend you purchase.

Supplies

2 Family Size Cans Tomato Soup (can width should be 3.25 inches diameter)
2 BNC Connectors (panel mount) OR 2 N-Type Connectors (panel mount)

2 BNC Connectors (cable crimp) OR 2 N-Type Connectors (cable crimp)

1 802.11 Wireless Card

1 Three Foot BNC Cable

1 Loaf Of Bread (stale)

1 Package American Sliced Cheese

1 Tub Of Butter (the fake soft spread stuff)

Tools

1 Power Drill (with 3/8 inch drill bit)
1 Non Stick Griddle

1 Nail (any sharp nail will do)

1 Hammer

1 Pair Pliers

1 Ruler

At this point, you may be questioning my advice. What isthefood for? | figure if you are going
to go out and build an antenna from a couple of cans, you might aswell eat what camein the
cans. So while building your cantenna, why not feed yourself and afew friends.

Since tomato soup cans are perfect for this project, we will make soup. And since we are making
soup, why not make toasted cheese sandwiches to go with the soup? Trust me, | have made
several of these cantenna's. Eating the toasted cheese sandwiches with tomato soup is half the
fun.

Begin with emptying the tomato soup contents into alarge pot. Then add your two cans of
water. It's pretty hard to screw up tomato soup. Stir it up with awhisk until all of the lumps are
gone. Put the pot over low heat, and stir the soup every few minutes to keep it from forming a
skin on the bottom of the pot. If you would like a sweeter tasting soup, use one can of milk in
place of water.

While the soup starts to heat up, thisis agood time to check out your cans. You can start by
peeling the labels of f of the cans and admiring the shiny tin underneath. Now, put one can aside
and leave it alone. Take the other can and cut the bottom out of it. Now rinse your cans and get
all that leftover soup out. You can set those up to dry. Now | am going to tell you how to make
those sandwiches. If you are impatient or don’t care about perfecting your toasted cheese skills,
you can skip on down to ‘assembling the cantenna’.



Toasted Cheese Perfection

Ah, so you do care about toasted cheese. That’s good, because | have this down to a science.
My wife doesn’t like my cooking. At all. But thisisone dish that she still requests | create.

Y ou need to start with some stale bread. Why stale bread? It toasts up better. Plus, you will be
spreading butter onto it (which is easier with stale bread).

Do yourself afavor and buy one of those square pans with non-stick coating. Y ou can cook up
four toasted cheese sandwiches at once with one of these. Get that pan hot, around 4.5 on an
electric stove. While the pan is heating up, butter your bread!

When | say butter, | mean “ soft spread butter”. Sometimes this stuff is so unlike real butter that
they have to simply call it “spread”. Now lay about two teaspoons butter onto one side of bread
and spread it evenly. You want athin coating of butter. Not too much, or you will never be able
to get the toasted crunchy effect you are shooting for. | have found if you use just the right
amount of butter, you don’t need any cooking spray.

Y ou might want to butter four pieces of bread before continuing. Then lay all four sandwiches
butter side down on the griddle. Have your cheese ready. Once the steam pours out, and your
toast is toasting, start peeling open those cheese dlices. Y ou only really need one piece of cheese
per sandwich. If you use two slices, it will leak over and stink up your griddle. Go ahead and
lay down a dlice on each sandwich. Now while the one side is cooking, you can butter up four
more pieces of bread. Asyou get them buttered, lay them down butter side up on your cooking
sandwiches.

Do not flip those sandwiches until they are ready! Toasted bread does not stick. Trust me on
this. Soif you try to peel up the bread, and it seemsto be sticking, leave it done. Wait until the
bread is toasted better and it will break free from that pan onit’s own. If you burn your toast
lower the heat and try again. Practice makes perfect.

Okay, so once those sandwiches are toasted, flip them over and toast the other side. It will go
much faster than the first sidetook. Because it was all ready warm, and the butter was half
melted. Now isthe fun part. Check your soup to seeif it’s hot enough, and pour out afew
bowls. | have known people to serve tomato soup in acup. But don’t be one of those people.
Put your soup in alarge flat bowl. Now serve your sandwiches. DIP your sandwichesin the
soup. If you have never had toasted cheese and tomato soup before, it will become aregular dish
around your house. Eat well, and get ready. It’stimeto make your cantenna.

Assembling The Cantenna

First we will need to put together afew pieces. Take your piece of coaxia cable, and strip out
the solid copper core. If thewireis stranded inside, you got the wrong kind. Tossit, and try to
find coax with asolid wirein the middle. If you selected a piece of RG-8 as we said you should
earlier in the chapter, you can use your scrap for this part.

Take out one of your BNC connectors and stick your copper wireinto it. These usually crimp
thewire. So try pinching it with your pliers. Then, get your soldering iron and solder around the



crimp. It'sapanisyou are not the ‘ soldering type of guy’, but trust me on this one. We want
VERY low loss. The solder will help.

Now hold your BNC connector to the lip of the can, and see where the half-way point is on your
wire. Do not measure your wire before this step, because the connector itself will throw your
measurements off. Measure half the width of the can, and mark this spot on your wire. Now,
put the can aside, and clip your wire down to the marking. Now, you can put this connector
asidetoo. Wewill usethat in afew minutes.

Are your soup cans hice and dry? Good. Arethe labels off? Even better. Get your can that still
hasits bottominit. Lay it down onit’s side and get a marker ready. Measure with your ruler
2.5 inches from the bottom of the can, and mark it with your marker.

Get your nail, and using your hammer, tap a dent into the can on the mark you made. It's hard as
hell to drill a hole through around can. Putting adent in it will guide your drill bit. So get your
drill now, and drill a3/8 inch holeinto the can. Once you bust through, roll your bit up and
down at high speed to smooth out the edges of your hole. Now admire your work. Damn you're
good.

Y ou should now be able to grab the connector (with your wirein place) and dlip it through the
hole in your can. Make sure you remove the nut and washer from the connector first. One you
slip your connector in, reach into the can and drop the washer, then the nut over the wire, and
onto the connector. It's going to be tough to tighten thisup. Your best bet isto finger tighten
the nut, then grab your pliers, and twist the connector on the outside of the can to get it really
tight.

Now take your other can (the one with the bottom out) and lay it on top of the can with the
connector inside of it. So now you have along tube, with your wire poking up in the far back.
For your next trick, you will need to affix these two cans together. | have taken some flack for
my method of using duct tape. If you hold the cans tightly together, and wrap them up, there will
be microscopic amounts of space between the cans. Good enough. We aren’t working with a
nuclear reactor here. Yet, if you want it to be perfect with absolutely NO loss whatsoever, you
can use solder tape to go around the outside of the two can lips. It will take you along time, and
requires some good soldering skills.

Now you have areally nice directional antennathat is nearly as good as a commercial model that
may cost hundreds of dollars. Let’s not forget that you ate pretty well while building this
fabulous cantenna. Tighten your belt. Y ou are not done yet.

This might be a good time to admire the shiny metal creation you have. It'stoo shiny. If you
put this can on your dashboard, you will blind oncoming traffic on asunny day. Your cantenna
may look like agun from adistance. Do what | did. Get yourself some black duct tape. Wrap
your cans in head to toe with a spiral motion. Now, your cantenna looks like a big black tube.
Cometo think of it, it looks more like agun now. So don’t go pointing it at anyone out your
window or they may open fire. But the black tape will keep the can from shining in the sun and
drawing attention to you.



You are al ready to attach the can to your wireless card. Which proposes a problem, doesn’t it?
What kind of connector (if any) does your wireless card have for the connection of an external
antenna?

Wireless Card Antenna Connection Choices

In the early days of Wireless cards, many had what was called a “stubby” antenna. This short
antennawas similar to what you would find on a kids walkie-talkie. 1t was removable, and when
removed would expose atiny connector on the wireless card called a“*****” connector. This
connector became standard on wireless networking cards. The problem was the antenna
Without it, you wouldn’t be able to connect to much. With it, you had a big antenna hanging out
of the side of your laptop.

The manufacturers of these wireless cards decided to make some changes in the their devices.
Rather than submerge the entire wireless card into the laptop only to stick an antenna to hang out
of the side ... why not build in an antenna? The cards you will find these days have a portion of
the card that come out of the side of the laptop and protrudes. The protrusion is an antenna. |If
you have the stump protruding, the chances are that you don’t have a**** connector to attach an
external antennato. But ... don’t let that stop you.

If you are lucky enough to have awireless card with an antenna connector you probably paid
extrafor it. These cards are rare, and when they pop up on the auction block fellow wardrivers
tend to fight over them.

So how can you take a stump and add a connector? We'll tell you, since you bought the book.
Or at least we think you bought it. If you stole the book, than we hope you ruin your wireless
card and burn down your house in the process.

A Few Words On Connectors

Y ou have a choice on connectors. Any ham radio or communications expert will tell you to go
with the N-Type connector. Go ahead, and drive to Radio Shack so you can see what one of
these looks like. We will wait here for you ...

... S0 how was Radio Shack? Did they try to sell you batteries? You will find that the N-Type
connector isreally large. So large, that it may be difficult to secure one of these to awireless
card. So why not create your own dongle? A dongle, will alow asmall piece of flexible wire to
hang from your laptop and relive the strain of the heavy cable. Yeahright. Trust me, | have
seen many cards ruined. Regardless of what connector you chose, make sure you follow my
later advice on liquid nails (read ahead).

N-Type connectors are ideal because they are promised to carry avery high frequency range (we
need in the 2.4Ghz range) and they also promise very low loss. The bad news isthat they are
huge, and they cost amost five dollars each. Remember that you will need four of these total.
One for the cantenna, once for the card, and two for the cable you will have to make.



Or ... you could use BNC connectors. | love the BNC connector. It was used for many yearsin
networking, and so finding these connectors for cheap should not be a problem. The bad newsis
that they were not really invented for this purpose. Many have argued with me about the ins and
outs of radio frequencies, and how the BNC connector will lose al the good signal strength, and
yadda yadda yadda.

WEell | am no engineer, but | have used the BNC connector in severa projects, and | have had
NO problems what so ever. They are smaller, easier to connect and disconnect, and cheaper
(about 99 cents each). You be the judge on thisissue. If you ask me, | say stick with BNC.

Y ou will also need a short piece of cable. And | mean short. Anything longer than three feet
long iswasted. When you go out to buy it, go for three and a half or four feet in length, because
you may waste some, and you also need some solid wire later in the project. The cable you want
iISRG-8. | say that again, RG-8. | went into Radio Shack and asked for RG-8 with a SOLID
copper core. What they gave me was RG-58 with stranded copper core. | promptly handed back
that 4 feet of cable and |eft the store. He should have listened to me! The RG-8 isathin cable
(thinner than television coax cable). The copper core on the other hand, isjust as thick as normal
cable. Trust me, you don’'t want to try and solder the stranded stuff. Also, don't settle for the
RG-58 cable, becauseit’s not rated for the correct resistance (we want 50 ohm not 75 ohm).

Y ou will also need some connectors for each end of the cable. | was lucky enoughto dig a
lifetime supply of BNC connectors out of the garbage at my local State University. You may
have to buy yours. You will probably find that you need crimpers for this project. Try
borrowing a pair from Radio Shack for afew minutes (if they own a pair) or find afriend who
has a collection of worthless tools. Often time's coaxial cable crimpers have the ability to do
these smaller BNC connectors on thinner cable. But it takes a strange crimper to attach the
needle head to the stiff wire.

Crimp your ends on following my advice, and the instructions that came on the BNC package.
Put your scrap RG-8 aside for the next step. If thisistoo much for you, you may consider
having this cable made for you. Thereisashop herein my local town that makes just about any
kind of cable you want for less than 10 bucks. Y ou can also buy acommercia antenna (N-Type)
or network cable (BNC). But these cables are usually way too long. The longer the cable, the
more signal you lose. Try and keep it down to three feet or less.

Adding A Connector To Your Card

Tools Required

Low wattage soldering iron (15w), solder (rosin core, thin gauge), flux paste (makes soldering
much easier), asolid piece of wire (strip some from a piece of coax cable), atube of liquid nails,
either a BNC connector or an N-type connector, steak knife, some small screwdrivers.

Before you go any further, you must know something. By following our “not so ssmple”
instructions on altering your wireless card you might just break it and render it useless. To
proceed you should have a steady hand, lot’s of patience, and a spare card that you won’'t miss if
you destroy it.



Thefirst card | modified was a Linksys brand card. It was afairly inexpensive card that was
givento measadgift. 1 wouldn't missitif | had killed it, so I went to work. It turns out, that |
am not the first guy to think that adding a connector to your wireless card isagood idea. Doing
some searches through Google | discovered that many people had added connectors, and
documented their experimentsin pictures. | even found that one guy had a card similar to mine.
What was strange was that nobody documented how to get into the cards to alter them.

How about we first show you how to get into a card, and then we will cover how to add your
connector.

Opening Linksys Cards

Linksys cards have a plastic cover that goes over the ‘stump’ and slides under the metal jacket
that coverstherest of the card. Lucky for you, this plastic cover snaps over the top and doesn’t
get glued on. If you pry downward with the stump and push alittle, the cover will snap right off.
Don't be afool and pry too much. Under the cover you will find that the stump is composed of
an extension of the green circuit board. 1f you bend too much, you will crack the board and ruin
your card!

Onceinside, you should see the green circuit board, and the copper tracing laid out in aweird
geometric design. That copper tracing is your “antenna’. It’s a pretty sad antenna when you
stop and look at it. Your antennawill be much better.

Opening D-Link Cards

D-Link cards are not quite as easy to get into as Linksys cards. D-Link cards have a stubby as do
the Linksys brand, but the plastic doesn’'t snap off so easy. When | went out and researched how
to get into one of these cards, | found one guy telling me to remove the thin meta railing from
either side of the card, and pull it into halves. Don't doit. Trust me. If you can manage to pry
out the little metal strips, you will never get them back in and you will find yourself trying to
glue your card back together.

Instead, try cutting a hole out of the bottom of the card. | took a serrated steak knife and used it
like asmall saw to cut a square off the bottom of my card. Don’t cut too deep. If your knife
comes crashing into the inside, you may slice up the delicate copper tracing on the circuit board.
| ended up sawing back and forth until | saw that | was breaking through. Then | took a small
flathead screwdriver and pried the plastic out. Keep the plastic around, so that you can glue it
back into place when you are finished. Or leave it out indefinitely. You may ask why | told you
to cut the bottom of the card and not the top? Y ou will want to glue your connecting piece on
the top of the card and secure it.

Opening Other Cards

There are far too many cards on the market these days to cover them al. Some of the cheaper
cards | have seen are of pretty poor quality and would make a BAD candidate for this type of
ateration. You get what you pay form.

Take for example“SMC”. SMC manufactures some of the cheapest networking equipment on
the planet. If you buy an SMC card, you are getting ripped off. In fact, you may not have to cut



open one of these cards. Useit for aweek or two, and it will come apart on it'sown! Inside an
SMC card you will find that the circuit board only makes up for about one third the size of the
overal card. Therest isjust dead space. The dead space doesn’t give the card much stability.

Find the Antenna

On nearly every card, you should be able to find where the antennais. It’s definitely within the
designated “stump” area, and sometimes it’s even marked on the circuit board. If not, you are
looking for copper tracing in a squared off pattern or aspiral. The photos should help you
identify it.

Solder On Your Connector

Y ou should have some soldering experience for thisjob. It'sasmall job, but this should not be
your first project. Make sure you have chosen a LOW wattage iron. Applying too much heat to
the copper tracing will cause it to creep up off of the board, which is un-repairable. Y ou should
also buy some flux paste. Radio shack sellsit for about three bucks. It’s a good way to spend
three bucks. Apply alittle bit to the area you are going to solder to, and when the heat hits, the
solder will stick like glue.

If you are using stiff copper wire (which you should be) you should bend this wire into shape
before you solder it into place. Try laying your connector on top of the stubby and then bend
your wire around until you can reach the connector and your antenna tracing on the card. Once
you have it bent the way you need, you can solder the pieces together.

Now, apply some flux (just atiny bit) to the circuit board on the antenna copper. Make sure
before you solder this that the antenna copper you are soldering to actually connects to
something. | have seen some cards that have a “ second antenna” which is visibly disconnected
on the circuit board (un-used). Now you will need three hands. Use one hand to hold the
soldering iron, another to hold the solder, and yet another to hold the wire. Now lay the wire
onto the copper tracing, and hit it with the iron and the solder simultaneously. If you put some
flux on there, the solder should cling to the wire like glue. Blow onit. Let it cool, and then let
go. Do not test the connecting by rocking it! You will chip the copper right off the board.

Now get your connector, and the liquid nails. | knew you were going to ask about the liquid
nails. | suppose you could also use epoxy, but | don’t trust epoxies. They never promise that it
will stick to plastic. If you buy “plastic epoxy” that shit won't stick to anything! So get your
liquid nailsready. They sdll it in “toothpaste’ style tubes, so that you won't need a caulk gun for
it.

Find awell ventilated area (like outside). When you uncap the liquid nails, it will release some
pretty horrible smells. Put agood sized blob on top of your stubby on your card, and then plant
your connector into it sideways (see our picture). How you position thisis entirely up to you.
We recommend that you insert the card into your laptop now, and make sure that you are not
gluing the connector to a spot that will keep you from using the card (make sure it fits). Be
careful not to get liquid nail on your laptop. That stuff never comes off.



Now put everything away and go to bed. Oh wait, get out of bed! Go turn out the hall light and
get back into bed. No! Get up! | forgot something. Go unplug the soldering iron and then go
back to bed (remember the hall light on your way back thistime). Y ou need to giveliquid nails
something like nine to twelve hours to cure so that you can handleit. But onceit sets, you are
good for life.

All too often | hear of people ruining their wireless card, because they worked part of the cards
internals off having customized an antennarig. Follow my instructions with the liquid nails, and
you will not be one of those people.

Get out of bed, get some coffee, and check your liquid nails. It should be solid. Good! Now
you shouldn’t have to bend the wire at al because you positioned your connector against it
before you glued it down right? Good! So get your flux out and put alittle bit on the
wire/connector. Plug your soldering iron back in. Make some eggs. Drink your coffee. Now,
theironishot. Touch your connector with the solder and your iron and watch the solder cling to
it. Now you are glad you bought flux, right? Let it cool, and then smile. You'redone! It should
look something like our photos. If not, you ruined agood card. We warned you didn’t we?

Using Your Cantenna

Using a cantennais pretty ssmple. Point it towards your target and wait for your WarDriving
software to find something. Cantenna' s are helpful for narrowing down the target, or giving you
asense of direction. It's also fun to drive along the road with the steering wheel in one hand, and
the cantennain the other. Most WarDriving software has the ability to make some noise when it
finds something. So you might spot a small business park, point your can at it, and wait to hear a
“ding!” sound from your |aptop.

The directional nature of a cantennawill also limit the number of access points you find. Since
you are only looking in one direction, you may miss the access points beside and behind you.

Y ou should also keep in mind that you receive access pointsfar better than you can send to
them, especialy when using a cantenna. Remember thisimportant point. You are sharpening
the “hearing” of your wireless device. But you are not making it speak any louder. To do so,
you would need an amplification device. Adding an amplification device will practically
guarantee that you are breaking a Federal law.



The Cinematic Experience

It was nearly one year ago that | decided | would write this book based mostly on a single event.
| was out driving around one day looking for networks to invade and | came across the find of a
century. | would later tell this story to friends, my Blog readers, and co-workers whose jaws
would always hit the floor.

To err ishuman. Therefore, to leave critical datalaying out where a casual wardriver can come
takeit is also inherently human.

My journey began late one evening. | had passed by a condominium park earlier that week and
found several unsecured access points to explore. Unfortunately, the parking was limited and
there didn’t seem to be anywhere for me to hide while | explored these networks. Next to the
condo’sisavery large movie theater which has a*“U-shaped” back end to it. Thisarchitecture
allows the theater to hide it's dumpsters, and air-conditioning units. There isasmall ravine that
runs between the theater and the condo park. It was a perfect place for me to wedge my car.

| was a bit worried about the security of the mall to which the theater belongs. Thereisayoung
man who drives around in an old Dodge with aflashing light on top. While he is nothing to fear,
| really didn’t want him bothering me or making a scene. | carefully wedged my car into the
alcove of the theater and cut the headlights. Now, | wasinvisible.

| could see that the trees were alittle thicker than | had thought and they might break down my
signal strength. 1 fired up the laptop, and brought up KisMac. | brought up a disappointing
single access point. | was expecting a handful. The trees were definitely getting in my way.

| connected to the one access point, and began to look around. At first | found nothing but
personal documents, and pictures. | learned pretty quickly that my victim of thisinvasion was a
young white male homosexual. There were many snapshots of him and his male partner at
various events, and gatherings. Thiswas one invasion where | was praying | would not come
across any home-made pornography.

And then ... | found a document appropriately named “ Security Issues’. To date, it’sthejuiciest
thing | have ever found. Hereishow it started.

The downstairs safe will be left open at times. It will be left on day-lock and cracked open. A lot of
the floor managers do this.

Till for money that is used for all loose petty cash that is left on top of the downstairs safe and not
locked up. All of the floor managers do this. It is how it is set up downstairs.

Drops not put into drop safe or they are put in and not dropped. Most of the floor managers do
this. Sometimes money is left from the morning shift to be counted and signed off by the evening
managers. Even though there are three managers during the day. Mostly on Mondays when there
is *removed*, *removed*, and *removed* working deposits are left.

What had | stumbled upon? It was obvious to me now that what | was looking at was not a
condo owner’sdata. | was parked so close to the movie theater that | had picked up an access



point of theirs. What | was reading was an angry employees write-up of things he had seen
going on at the theater that bothered him.

Do you remember that scene in Goodfellahs where they track down the bookkeeper for the mob?
Thiswas like finding that incriminating notebook. If | were areal criminal, this document was a
blueprint for robbing this movie theater. Because of the sensitive nature of this document, you
will find that | have removed certain names and of course, the name of the theater chain to
protect the credibility of the poor bastards.

Now, the details get even more intriguing.

When Brinks brings us money it is left out on counters in the counting office instead of begin put
away right then and there. Some floor managers do this it is during the day when it comes so it
would be *name removed* that would be working. They leave it downstairs and then take it up at
night. | have seen this mostly on Sat. when | work all day.

Safe comes up short all the time. Do not know who is doing what but it will come up short and
then they sell tickets are refund stubs out to make it up.

Imagine if the Enron Corporation had entered the movie industry and opened up a chain of
theaters. Could this place be any more corrupt? | had been in this theater and wondered how it
made any money, since my wife and | were always the only onesthere. Now | am sure that they
couldn’t have been making any money. A corrupt staff of evildoers was refunding the tickets
that were being sold.

The alarm is never set. Did not have alarm code for months. *name removed* just gave me a
alarm code a few months ago. Have not used it to arm or disarm the building.

Not only does the money sit on top of the safe, but also the alarm is never activated. Having
security like thisisn’t good. Writing about it is even worse.

There were some other details in this memo, which may not have been as exciting, but were
comical. One of the complaints pointed out that certain employees were trading free movie
passes for free lunches at the McDona ds up the street.

There are some good lessons to be learned here.

Don’t document security issues with your place of business.

Don’'t leave important documents in a shared folder on your computer.

Don’'t put a computer with important documents shared on an unsecured wireless
network.

Install lighting on the rear of your business.

Use the alarm code that was given to you, and arm the security system you paid for.



The Campus Invasion

One of the hottest of all hot spotsin town isthe local University’ s surrounding frat houses. A
friend of mine, the notorious “Discount Man” had mentioned that as he wanders around campus
with hislaptop, he stumbles on many open networks. | found it pretty hard to talk Discount Man
into coming with me on WarDriving expeditions, but he didn’t mind heading out to campus. It
was close to his home, and also his favorite coffee shop.

We headed out late one evening on a Saturday night. Campus on a Saturday night is alittle
crazy. For one, there are so many parties going on that there is nowhere to park. Thiswould be
aproblem if we found an access point to connect to and play with, but we ventured off anyway.

We hopped into Discount Man's truck and headed right into the middle of campus. | was finding
oodles of access points, but naturally there was nowhere to park. Aswe headed down the side
streets where the student dorms line the streets | could see that we were going to have problems.
Not with parking, rather, | was experiencing a nasty and familiar technical glitch with my
network card.

For reasons unbeknownst to me, the manufacturers of the network card | was using, D-Link, had
decided to train the card to latch onto access points, and not let go. While the card is supposed to
release from an access point onceit’s power drops below 30 percent, it doesn’t seem to work.
The result isthat you drive miles away from an access point and the strength meter still reads it
asausable signal.

It was clear that | was having problems. Discount Man rolled into a parking spot so | could gain
control. | leaned over to show him that | was reading ten different access points to connect to.
Thisisan impossibility, which is generally how | was aware there was a problem. | was having
a hard time holding onto my gigantic cantennain one hand, and working the keyboard and
mouse with the other. So | handed Discount Man the cantenna, and he began to point it around.
As | moved to pull out the network card and reboot (aroutine | had become accustomed to), |
noticed the signal strength changing as Discount Man tossed around the cantenna.

And so, it was this moment when Discount Man and | realized that the University Campus was
absolutely saturated. From this spot where we were parked, we were able to choose from ten
different networks at the same time. While we may not be able to create a connection strong
enough to hold a conversation with these networks, it was impressive nonethel ess.

We spent agood hour in this location attaching to one network after another stealing music
collections, school documents, and the like.

Nobody really questions what you are doing parked in adark ally at early hoursin the morning
when you are hanging out on campus. Y et, at some point, some rowdy drunken college teens
passed by the truck and spotted Discount Man pointing the cantenna out the window. Who
knows what they thought we were holding, but one of the young men called us “the fuzz”.
Discount Man trandlated that for me. They thought we were “undercover campus cops’. Asyou



can probably imagine, campus cops are not well liked. We moved on, as the group scrambled
around looking for something to toss through Discount Mans window.

Return To Campus

With al the fun we had on campus late that Saturday night, | vowed to return one weekend so
that Discount Man and | could do some further exploring.



A Day In The Office

When | began this book, | had the idea to write a lesson about invading a network without even
leaving the office. For a short while, | was ableto sit in various parts of the training center |
worked in and pick up at least two neighboring wireless networks.

One of those unsecured networks was alaw firm for the elderly. | was curious about the kinds of
law suits filed by senior citizens, and | was able to ease that curiosity by reading through their
entire client database. Like many areas of this book, | had planned to go back later and write up
achapter onit. But here | am months later, working primarily from a different location all
together.

Rather than scrap the idea of thislesson | decided to revamp it!

Banishment From G-Land

When my training center was merged with alarger, much better looking training center it was
pretty exciting. | was looking forward to seeing how they ran their training center, and if they
did anything different than | did with my little training center. What | found was alot of people
who didn’t know how things worked, and a network that was out of control.

Part of this new network was wireless. The company had strategically placed five access points
in various places in the building. Two of these access points were open to the public. Thisis
nice for students who come to class and bring alaptop. They can throw open the lid and hop into
the network.

One of the very first classes | taught in the new training center was “ Security+”. It’s definitely
one of my favorite classesto teach. That week | brought in piles of junk asif every day wasa
different day for “show and tell”. On the day that we covered wireless security, my students
definitely got more than they had bargained for. It was also that week that | met Nick, who
works for the federal government. But that is another story.

What my students learned is although they were only seeing two access points that seemed
“vulnerable” from lack of security, there were actualy five in the building. Where were the
other three?

The three access points placed in the upper floor of the building were not out of range. Those
access points used MAC filtering. MAC filtering tells the access point to only communicate
with the network cardsthat it hasonit's addresslist. The MAC addressis a hexadecimal
number that is“hard coded” right into your hardware. It cannot be changed. That number
makes a pretty good way to identify your hardware to access points. While this system is not
perfect, it'sfairly secure. ChangingaMAC addressis rather impossible; yet spoofingaMAC
address can be easy. Check out our lesson on “stupid Mac tricks”.

Now, you are probably thinking that the students can’t get onto those “secret” access points but |
can right? That’s where you arewrong. Yours truly has the same access to those “production
network access points’ that the students do (none). Y ou may ask why | would be locked out of
my own employers network. | wonder that myself.



One of the caveats of modern wireless methods is that we can find no balance between old and
new technologies. While the speed of wireless networks has greatly improved, we need the ol der
slower stuff to continue to work for the sake of those still using the outdated equipment.

My employer has implemented new access points to the production network, which are using the
latest and greatest technology, 802.11g. Noticethat | ended that with a“g”. The standard that
most of the wireless world abides by is 802.11b. The differenceis speed. 802.11b can only go
up to 11 megabits per second while 802.11g can go up to 54 megabytes per second. The
“gotcha” hereisthat if you expect your access point to perform at the 54 Mb per second speeds,
you cannot mix and mingle with the slower and older clients running the 802.11b standard. The
wireless equipment manufacturers do not commonly advertise this “feature” correctly. What
they write onto the box is something to the effect of “your clients can be either 802.11b OR
802.11g!"”. They don't bother to tell you that it mixes about as well as pickles and chocolate

syrup.

| found rather easily that | was not “allowed” onto the new wirel ess network, because the access
points were invisible to me. Truthfully there are two reasons that those access points are
invisibleto me. First, my network card is not capable of supporting 802.11g connectivity, asit’s
an 802.11b network card. Secondly, the access points won't listen to anything that comes from
me, because my MAC addressis not in their list. All of the traffic that gets from meto the
access point is politely ignored. So why wouldn’t my employer let me onto their access points?
They didn’t want me to slow down the other users.

While they made a good point, it didn’'t seem very nice. | had been banned from the wireless
production network, for being “too slow”. If they allowed meto join, it would cause everyone
else connected at the time to slow down. The network administrators decided that they would
not allow any wireless connections to their access points that were not 802.11g compliant. | had
been cast off.

It didn’t bother me much, because | didn’t have much of a need to access that “secret network”.
They had secured that network so tightly, that it was practically unusable. Many timeswhen |
want to get work done that involves networking, | pick up my laptop and carry it down to the
training center where the wireless connections and the firewalls are wide open.

My boss had recently suggested that | find a home in a cubical with the “rest of the crew” in the
upstairs of the training center. | explained that when | wanted to “get things done” | had to hang
in the training center. Thisis probably what led to the “hand me down” |aptop that was handed
down to me. Dude, | got aDéll.

So now | had no excuse to separate myself, and | was forced to hang out in cubical land.
Ironically, the laptop that they had given me to keep me upstairs was fitted with an 802.11b card,
not the “g” card that | needed to use their wireless network.



Meet Me In La-La Land

Onemorning as | sat studying in my “cube’ | decided to go looking for something to do with my
Dell 1aptop.

The first thing | found was that Microsoft Windows XP was in abitter feud with the wireless
cards own utility for detecting and connecting to wireless networks. Windows XP has a
“feature” which allows Windows X P to manage your wireless connections. It doesn’t seem to
work very well, but | will put all that into my next book “How Dell and Windows XP Have
Ruined IT”.

The next interesting thing | found was that an Ad-Hoc network titled “wpc2000” was available.
| had noticed this network before in the building when | had been working on the lower floor and
| wasusing my Mac. Out of curiosity, | connected to it.

As | suspected, nothing notable happened. This network was probably just someone' s |aptop or
desktop PC with awireless card. Why it was running in Ad-Hoc mode is beyond me. Ad-Hoc is
when you connect from one wireless device to another and you don’t need an access point.

| thought it might possibly be someone in the building, using awireless card in a desktop PC or
laptop and he or she was not making use of it. | asked one of the IT guys around the office if he
knew what it was. He responded with, “I think it's atower in the parking lot of our neighboring
IT company”. Who knows?

There’ s not much you can do with a connection when you don’t even have a network address.
But, | was seeking purpose in this device, so | fired up Ethereal (a packet sniffer). After
gathering afew packets, | stopped the capture to check it out.



What | found was that there were other wireless devices connected to this access point that were
asking for an address like me. My guessis that those who were connected to this access point
were never asked if they wanted to come here. Most likely, their wireless card’ s detected an
active connection and put them on it. While this may not sound in any way secure, it does make
alittle bit of sense.

Imagine you are the Administrator for a Fortune 500 company. Y ou oversee a staff of afew
thousand employees. Some of your sales folks do a bit of traveling. They come to you with
their laptop and asimple question, “can | usethisin hotels?’ Its any ones guess what the hotels
have named their access points, what settings they have, etc. If you want your sales staff to be
happy (and not bother you) perhaps we can configure their wireless card to connect to anything it
COMeS across.

So now, let’s set up the attack.

These network cards are trained to connect to anything in the area that they come across. In this
example, we have “met in the middle”. While this may not prove entirely useful yet, let’s
examine what we have going for us.

Thereis a path between your possible victims, and yourself.
These devices may have information shared, or other interesting information to explore.
If these devices do not have an address, they are seeking one.



In my example, nobody could obtain an address, including myself. That’s because we weren’t
connecting to anormal access point. We were connecting to someone else’ swirelessdevice. To
make things interesting, we could give ourselves an address, and then loan oneto them. In
effect, we should become a“DHCP server” (someone who will 1oan addresses).

Will the wireless devices take an address from us? In my case, | know that they will. When
looking through the packets | captured | found that they were sending out DHCP discovery
requests (they were politely asking for an address to use from anyone that might offer one).

My favorite Windows utility for ajob like thisis“Magik DHCP Server”. Thistool will first
examine your network address, and then create a scope of addresses like yours you give away.
Note that Magik DHCP Server doesn’t require configuration of any kind. You run it, and it
starts giving away addresses very easily. Make sure, that you first give yourself an address to
use. While you can pick any address (we are making all this up), you should go with aClass C
address. If you don’'t know what any of that means, just make your address 192.168.1.1 like we
did. Good enough.

Once you have an IP address, you can run the DHCP Magik Server executable (you double click
it) you will get asmall icon in your system tray by the clock. If you double-click theiconinthe
system tray, you can see statistics about your little DHCP server.



At this point we have the wireless clients eating out of our hands. It’s abit like feeding poison to
aflock of sheep. We haveto wait for one of them to request an |P address so that we can give it
to them. While | expected this to be instantaneous, it actually took several minutes of waiting.

After some waiting, and alot of checking | was able to click the “View Leases’ button on the
scope options and see that someone finally took my bait.



Now we have set up our potential victim for further abuse. | wonder what our victim isup to
now? We should have alook. | ran Ethereal a second timeto get an idea of what is happening
on the network.



It's hard to say if the user was initiating pings, or if an application he was running was
responsible but something was pinging me. There were also quite afew requests going out to a
website called “zonelabs’.

If this were anormal access point | was connected to, | could run “Ettercap” and help this person
out by forwarding their packets onto a gateway. But, thisisn't an access point at all and thereis
nothing I can do with this poor victims requests to browse the web.

When | pinged this user back (using the address | gave them) | did not receive areply back. This
isas good atime as any to mention that just because you can’t ping it, doesn’t mean that it’s not
there. Thisuser could be running afirewall of somekind. They might also have Windows XP
with Service Pack 2 installed. Beginning with Service Pack 2, Microsoft encourages the Desktop
user to enable the included firewall feature.

| tried getting NetBIOS information from the user with “nbtstat” and strangely enough | was
given areply back. Who would block ICMP (ping) traffic, and alow NetBIOS traffic? It didn’t
make any sense to me.



Because this wireless roamer was using afirewall of some kind, | was unable to do any other
exploring. Normally, | would go for the jugular. We could attempt to connect to one of the
administrative shares by connecting to \\192.168.1.2\c$. We could run a portscan on this user
and see what types of applications (if any) this user had installed.

In this example | wanted to give you some ideas of how configuring your wireless usersto your
advantage might put them at risk. Putting your clients at risk is not in anyone’sinterest. Most
wireless card utilities allow you to specify the access points that you will allow them to connect
to. By putting your inter-company access points on thislist, you are explicitly denying all
others. | have also seen that some wireless utilities warn you when you are connecting to an
“Ad-Hoc” or “peer-to-peer” network aswe did in this example.



Tools Of The Trade

In this area of the book, | will show you some common tools that | have used in my best
adventures. Many of them are based upon an “open source” operating system, but nearly al of
them will aso run on Microsoft Windows.

Because | use many of these tools in other areas of the book, | will focus here on how to get the
tools, and what they are for, not necessarily how to use them.

My hopeisthat thiswill serve as areference to you when you are wishing to produce some of
the same effects that | have achieved. It may aso give you some websites to visit, and provide
some late night entertainment to my fellow nerds.

Platform Compatibility

Most of these tools we will show you will run on any platform. A few are limited. If you are
running Unix, Linux, etc. you will find that these tools will “build” on anything. This means that
the codeis free, but you must turn that code into a useable product. If you have never built your
own software before, this may sound complicated but it’s actually very smple.

If you are running aMac, with OS X, you should have installed X11 (X-Windows). Most of the
graphical tools available that were built for Linux or Unix will run on OS X, if you have X11
installed aswell. X11 isnow part of anormal installation with modern OS X versions (jaguar,
panther, tiger). If you have an early version of OS X, you should check Apple s website for
instructions on where to download X11 and how to install it.

KisMac

Type of tool: WarDriving Utility
Platform: OS X Only
Where to get it: http://binaervarianz.de/projekte/programmieren/kismac/

| owe alot of thanks to the developer of thistool, Michael Rossberg. Thistool has provided me
hours of enjoyment, and is to me, the best WarDriving tool on the market. KisMac uses your
Apple Airport card in one of two modes. In “Active’” mode, it will call out to Access Points
asking nicely if it may connect to them. In “Passive’” mode, it will simply listen and not send
any information. This passive mode picks up darn near anything, and it makes this tool
extremely powerful.

At the time of thiswriting, “Mich” has slowed the devel opment of KisMac to ahalt. The tool
runs very well, and has all the features you need (but nothing that you don’t!). Rather than nit-
pick this product as many developers do, Mich has decided to move onto other projects. Mich
granted me permission to use histool in this book, for which | am honored.

If you have aMac, and its running OS X, you need thistool.

Ethereal

Type of tool: Sniffer — Protocol Analyzer
Platform: OS X, Linux, Unix, and Windows



Where to get it: http://www.ethereal.com

Ethereal is amust-have tool for any network administrator. In the past year, it has become the
world’ s most popular sniffer on the market ... and it’s free. While there are hundreds of network
sniffer products available, Ethereal maintainsit’s popularity for it’s ease of installation, use,
portability, and of course the price tag.

Note that Ethereal istruly a*Protocol Analyzer”, not a“Network Analyzer”. Network analyzers
simply look at your network traffic, and give you charts and graphs about how thingslook. This
gives administrators alook at where their networks need improvement. They do not, however,
dissect network packets and show you theinsides. They are also generaly limited to the PC or
server that you install them to. In other words, Network Analyzers won'’t pick apart packets that
don’t belong to you while Protocol Anayzerstell all.

Nmap

Type of tool: A Network Mapper and Port Scanner
Platform: OS X, Linux, Unix, Windows

Where to get it: http://www.insecure.org/nmap/

| am as guilty as anyone for stepping onto a network and pinging addresses. If the address
doesn’'t give me areply, it probably isn’t there. Sometimes however, you want alittle more
information about the hosts you are checking out. Maybe there is a network device with the
address you are using, and it is simply blocking ICMP (ping) traffic.

Nmap isatried and true network utility for scanning asingle host, or an entire network. While
there are similar products available, none compare to the power of thisfree utility. Y ou will

find several referencesin this book to thistool. | generally use thistool to explore a network that
| have wandered into, and know nothing about.



Driftnet

Type of tool: Photo Sniffer
Platform: OS X, Linux, Unix
Where to get it: http://www.ex-parrot.com/~chris/driftnet/

Driftnet was based upon EtherPEG, a photo sniffer tool developed for the Macintosh Classic
platform. Driftnet will sniff packets and when it findsimages, it will display them into a
window. Whilethisis probably in no way useful, it is pretty entertaining. | have used this tool
in my Security+ classes to show students the insecurities of wireless networks. As pictures float
through the air, driftnet grabs the pictures and shows them to you.

Driftnet could use a few more features. For one, you don’t know where the picture came from,
or who requested it. You also can’'t scroll through a history. As picturesfill the window, old
pictures are kicked out of view. Again, thisis strictly for entertainment value.

To add new functionality to thistool, try combining it with Ettercap!

tcpdump

Type of tool: Packet-Header Sniffer
Platform: OS X, Linux, Unix
Where to get it: (native to the OS)



Thistool is something that you generally get with your operating system. It's similar to a packet
monitor in that it “sniffs’ packets, however, here are two key differences. Tcpdump only shows

you “packet headers’ not any data portions. Unlike packet monitors, which work like a bear trap
(set it out and come back to check it later), tcpdump worksin real time. It isgenerally used asa

quick troubleshooter to give you an idea of what is happening on the wire.

When WarDriving, it may give you aquick look at who (if anyone) is making use of awireless
network.

While this tool was built for Unix-based operating systems, there are Windows ports available
such as “windump”. At the time of thiswriting, al links to the “windump” site were dead. Try
to run a search through Google if you are seeking it.

Ettercap

Type of tool: Man-In-The-Middle Attacker
Platform: OS X, Linux, Unix
Where to get it: http://ettercap.sourceforge.net/



Ettercap iswhat | consider a proof of concept on the idea of “man in the middle’ attacks. Using
Ettercap you are able to convince someone' s networking device that YOU are his or her gateway
on the network. In doing so, you will receive al of their traffic headed for the Internet or to
outside networks. For that matter, you can intercept traffic on its way to any host. Your god, is
to use thistool appropriately so that the traffic gets forwarded to its destination.

The release of thistool dropped the jaws of IT professionals everywhere. The basisfor TCP/IP's
direct routing method is ARP, and they exploited ARP rather easily.

Whilethistool isreleased in source code ONLY and isintended for unix/linux platforms, it will
compile on to Windows with some work. If you run a search through Google using a string such
as “ettercap windows” you will likely find abinary to play with.

Note: Thistool is not easy to use, and requires some knowledge of novice networking concepts.

Magik DHCP Server

Type of tool: DHCP Server
Platform: Windows ONLY
Where to get it: http://www.magikinfo.com/files.html

Magik DHCP Server isasimple program that is designed to loan IP addresses on a small
network. Whileit only supports Class C networks (254 hosts total) it is an extremely handy tool.
| useit extensively in the classroom when | want to set up aroom for Internet Access, or
software imaging.



Y ou may find thistool useful if you are setting up wireless clients to connect to you. Thisidea
of “reverse WarDriving” is covered in the chapter titled “A Day In The Office’.

Why WarDriving Is Retarded

My Wrap On GPS Units

GPS stands for Global Positioning System. While GPS units have been available for years, they
have only recently become small, inexpensive, and portable. In years past, only the military or
the wealthy world traveler might carry such aunit. A GPS unit can successfully tell you where
on the planet you are standing to the degree of one meter (or better). These days you can even
win aGPS unit. They are given away almost as often as iPods for promotions and contests.

Using a GPS unit while WarDriving alows you to not only keep arecord of the access points
you have found, but you can record where on earth you found them.

Map Your Route To Stupidity With a GPS!

Asthetitle of this section indicates, | am not afan of using a GPS. Every book that | have ever
picked up on the topic of "WarDriving" includes alarge section on selecting and using GPS
units. | believethisiswhat separates this book, from the other books you will find on the
market. In this book, you have seen that there is a strong focus on "infiltrating" wireless
networks. We are more interested in seeing what can be found on awireless network, than how
many wireless networks are "out there".

Sure, it might be neat to print up amap and hang it on your wall. Y ou can show all your friends
how many wireless networks there are in your community. Y ou could upload your results to
public lists and engines. Now everyone will know that there are alot of access points...
everywhere. Now what?

If your goal isto drive around and keep atally of all those access points you have located, you
purchased the wrong book. Wandering the night picking up access points ... and then doing
nothing with them ... makes absolutely no senseto me. In my mind, thisislike digging for gold
in a State Park. Maybe you will find gold, and the right thing to do isto put it back in the ground
and bury it again. But then, what the hell were you doing in that make-believe State Park with a
shovdl, digging for Gold?

IFAQ (Infrequently Asked Questions)

This section isfull of questions that you probably didn’t think to ask. | could say the same for
most of the FAQ's | end up browsing through on the web, in documentation, and elsewhere. |
will confess to having put some thingsinto this FAQ that | don’t feel warrant a greater
explanation.

What in the hell is Ad-Hoc?

Ad-Hoc is amode that you can put your wireless network card into when you wish to connect to
another wireless card. Normally, you would want to connect to an Access Point, which would
gain you access to the Internet. That’s not to say that an Ad-Hoc network can’t offer Internet
Access, it'sjust not likely. Ad-Hoc mode istypically used to swap files from one laptop to



another. They can aso sometimes turn into unintentional wireless hubs. See our section titled
“A Day At The Office”.

What is Infrastructure Mode?

Infrastructure Mode is considered “normal operation” for a wireless network card. By
Infrastructure it is inferred that you will be part of alarger network and the resources within.
Most of the time, you will put your card into Infrastructure mode and leave it there. Nearly al of
the access points you will want to connect you will be expecting this setting. If you wanted to
connect one | aptop to another wirelessly (without the use of an access point) you would use “Ad-
Hoc” mode.

What is WarDriving?

WarDriving isthe act of driving around in an automobile with alaptop running and awireless
network card in it, looking for access points. Y ou may aso record that you found "something"
and put it into alog (which might even contain graphical maps with coordinates).

What is Network Raiding?

While WarDriving does not generally break any laws (check your local and state laws), raiding a
network certainly does. We refer to network raiding as entering a network without prior
authorization by its owners. It should be noted, that we made up this term solely for this book.
Network raiding is considered theft of services and violates Federal laws. Aside from the fact
that it®not very nice, you may also face hefty fines, and prison time. So don®do it. At this
point if you feel any bad thoughts entering your mind please thumb back to the start of this book
and re-read the disclaimer.

What is Warchalking?

The idea behind warchalking isto "mark" access points that you have found, for others to
stumble onto. To mark access points, you would pull out a piece of chalk and |eave some
cryptic Wik symbols on the wall of abuilding, or right on the sidewalk. When the warchalking
"effort" began, the term itself drew quite a bit of media attention. Some have even coined it "a
myth". Personally, | have found the concept of Warchalking rather amusing. In fact, | have
gone out of my way to do some war-chalking myself. Not so much to let people know that there
isan access point there. [t®more to alert folks to the fact that they have no interest in securing
their networks, yet people like me have interest in abusing them. Consider it asilent, and
harmless protest that washes away in just days.

Should | Disable TCP/IP When | Go WarDriving?

Why on earth would you want to disable your network stack when you go out WarDriving? In
doing so, you will not be able to have any "fun" with your potential victims. Many reputable (?)
sources will tell you that it®a good ideato disable TCP/IP when you go out WarDriving. In
doing so, you will prevent the accidental intrusion of a network. We should also note, that if you
plan to rob a bank, entering the bank with aloaded gun is against the law and you may be
prosecuted (so make sure the safety is on before you don your ski mask).



| don®Like You Or This Book.

Y ou@e not thefirst! Infact, | have probably pissed off every sponsor (and visitor for that matter)
to the yearly DefCon conventions by making fun of their various writings. So it®probably good
that | never go to those "hacker" conventions anyway. They will have to do their drugs and have
their naked orgiesin the tainted fountains without me. Come to think of it, this question wasn®
even aquestion!

How Can | Contact The Author?

|, Ray Dios Hague, can be reached at ray@gloop.net. | will answer every question | receive,
regardless of how "dumb” itis. If you would like to just send a"hello” or some comments about
the book, | appreciate those too. | hope that this book will yield future editions. 'Y our comments
about what you like, and don®like will help me shape the "second edition”.

How do | hack the Gibson?

Launch alot of attacks against it, such as the "cookie monster" virus. If the night watchman
(system administrator) is still Penn from Penn and Teller, he will be lost at how to protect the
vital system resources.

Links of Interest

To protest the placement of security camerasin public places, the "Security Camera Players" act
out appropriate scenes and segments of famous plays or literature. Thereis something to be said
about the loss of privacy in our country. Losing your privacy is not aways your own doing.
This group makes a point to remind you that big brother doesn®care much for your privacy
either. Visit the site for snapshots and videos from their performances to the night watchmen of
New York City.

http://www.notbored.org/scp-video.html



