
Math 311W: Discrete Mathematics Fall 2009
Penn State University Sections 1, 2, & 4

Group Project:

Public Key Cryptosystems

1 Introduction

Until the early part of the 20th century, the field of number theory was largely regarded as recreational mathematics,
meaning that many of the classical results in the subject had high intrinsic value but no practical application. That is,
until the second world war and later, more publicly, with the advent of the internet. If you have ever purchased anything
online or communicated in a secure chat room, then you have taken advantage of many of the classical results in number
theory that we have already discussed in class. The goal of this project is to better understand this connection between
number theory and modern methods of secure communications.

2 Rules and Regulations

Students will work in groups consisting of no more than 4 people. Each group will submit one typed report (approximately
5-6 pages in length, single spaced), including a cover page with project title and names of group members. Each project
should have a list of citations used at the end of the report. Note that Wikipedia is not an acceptable source, but can
be used to find other sources.

The group report will be graded out of 75 points (15% of your overall grade). The project is broken up into four
parts (see below). Part I is worth 15 points, Part II is worth 20 points, Part III is worth 20 points and Part IV is
worth 20 points. Each of these parts will be graded for mathematical detail and accuracy, clarity of writing, grammatical
correctness, and appropriate use of notation, terminology, examples, etc.

Make sure to tell me who is in your group by Friday, November 6. Before turning in your final report, your group
must show me a rough draft, at which point I will make any necessary comments and/or suggestions. Try to show me your
rough draft at least one week before the due date. The deadline to submit your completed project is Monday,

December 7.

3 Public Key Cryptosystems

3.1 Part I: Introduction

Give a brief description of the project in your own words. You might want to complete Parts II-IV before doing this part.
Make sure to define any terms that will be used throughout the rest of the paper. Make sure to give a general idea of
what a public key cryptosystem is and give some examples of how they are used today. At the end of your report, make
sure to cite all of the sources you used.

3.2 Part II: Primitive Roots

Define the notion of a primitive root mod n. Give at least one example of a primitive root mod n > 26 (where n is a
prime number) and show how it can be used (through the use of examples) to solve congruences of the form

ax ≡ b mod n

and
ax

≡ b mod n.

Since it is important in the next two parts of the project that primitive roots exist, make sure to state (without proof)
a relevant theorem concerning the existence of primitive roots. In particular, find a theorem in the literature for the
number of primitive roots mod p when p is a prime. Give an example of this theorem (i.e., How many primitive roots are
there mod 11? What are they?)
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3.3 Part III: Diffie-Hellman Key Exchange

Give a general description of the Diffie-Hellman key exchange. Make sure to explain the purpose of a key exchange and
how/why the Diffie-Hellman key exchange works. Then give a specific example, using the primitive root mod n > 26 you
used in Part II. Make sure to discuss the strength/security of this method. What makes it so hard for other people to
determine the common key shared by two people?

3.4 Part IV: ElGamal Public Key Cryptosystem

Give a general description of how and why the ElGamal public key cryptosystem works. Make sure to explain the
encryption and decryption process as well as how the Diffie-Hellman key exchange is part of this method. Give a specific
example of how to encrypt and decrypt a very short English message (four or five letters). Make sure to explain how to
convert your message into a number or sequence of numbers to be encoded.
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