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Efficient Event Driven Simulation Approaches to Analysis of Network Reliability and 
Performability 

 
 
 

Abstract 
 

Exactly computing network reliability and performability measures are NP-hard 
problems, precluding their frequent use in design of large networks.  Instead, 
Monte Carlo simulation has been frequently used by network designers to obtain 
accurate estimates.  This paper focuses on simulation estimation of network 
reliability and performability.  First, a literature survey of existing approaches is 
given.  Then, using a heap data structure, efficient implementation of two 
previous approaches, dagger sampling and Markov model, are proposed.  Two 
new techniques, geometric sampling and block sampling, are developed to 
efficiently sample states of a network.  These techniques are event-driven rather 
than time-driven, and are thus efficient for highly reliable networks.  To gauge 
relative performance, computational experiments are carried out on various types 
of networks using the existing and the new procedures.  These networks include 
up to 400 nodes and both binary and non binary structure functions are used. 

 

1 Introduction 
Consider a probabilistic undirected network G(V, E) with node set V={v1,…,vn} and arc 

set E={e1,…,em} under the following assumptions: 

 Nodes are perfectly reliable; however, arcs randomly fail. 

 Each arc ei ∈ E, independently from each other, can be in either of two states, operative and 

failed, with respective probabilities pi and qi=1-pi.  

 No repair is allowed. 

Let 1 2{ , , , }mx x x=X   denote the state vector of G(V, E) such that 1ix = if arc ei is in the 

operative state and 0ix = if arc ei is in the failed state.  Hence, the probability of observing a 

particular state X is given by 

 Pr{ } [ (2 1)]
i

i i i
e E

q x p
∈

= + −∏X  (1) 

An important problem in network reliability and performability analysis is to calculate 

the expected value of a function f(X), i.e., 

 [ ( )] ( ) Pr{ }
S

E f f
∈

= ∑
X

X X X  (2) 
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where S is the state space of the all possible network states.  In general, exact calculation of Eq. 2 

is extremely difficult due to the enormous number of possible states (a network with m arcs has 

2m possible states).  Therefore, Monte Carlo (MC) simulation has been a common alternative to 

estimate Eq. (2).  In the naive implementation of MC simulation, K state vectors are sampled 

from S with the probability distribution given in Eq. (1), then the estimator for Eq. (2) is 

calculated as 

 ( )

1

1ˆ[ ( )] ( )
K

k

k
E f f

K =

= ∑X X  (3) 

where ( )kX  is the state of the network in the kth sample. 

The naive implementation of MC simulation has been criticized for being inefficient, 

especially when individual arc reliabilities are high, therefore, many alternatives have been 

proposed.  Some of these can be only applied when f(X) is a binary function.  Others are highly 

efficient only if component reliabilities are identical.  Another group of techniques requires prior 

information such as the path and cut sets of the network studied.   

We introduce event-driven approaches for efficiently generating network states as 

alternatives to the usual time-driven implementations of simulation.  Event-driven 

implementations of two existing techniques are devised using a heap data structure and two new 

techniques, block sampling (BS) and geometric sampling (GS), are proposed to efficiently 

generate state vectors.  Since these are based on directly generating states, both are easy to 

implement and can be used for very general networks (e.g., for binary or continuous f(X), or for 

distinct failure reliabilities) without requiring prior information.  

A thorough computational study is conducted to compare the performance of the 

simulation techniques over various types of networks in terms of density (ratio of m to n), size, 

and individual arc reliabilities. The objective of this study is to identify certain features of 

networks for which each technique is superior.  This study is more general than previous ones in 

terms of size and topology of networks studied and it is the first study using an non-binary f(X).    

2 Network Reliability and Performability 
The main function of a telecommunication network is to provide connectivity service.  

Let T ⊂ V be a set of some specified nodes of G(V, E).  Network reliability analysis is concerned 

with the following question:  “What is the probability that all nodes in T are connected to each 
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other?”  With respect to connectivity, a network can be in either of two states: connected or not 

connected.  Therefore, the structure function is defined as: 

 
1 if all nodes in  are connected,

( )
0 otherwise.

T
Φ = 


X  

Then, the network reliability is given as  

 ( ) Pr{ }
S

R
∈

= Φ∑
X

X X  (4) 

If T=V, then Eq. (4) refers to all-terminal reliability and the exact calculation of R for any 

T is known to be NP-hard in general networks (Ball 1980). 

Network reliability is only concerned with connectivity; therefore, as long as the nodes in 

T are connected, it is assumed that the network is functional (i.e., ( ) 1Φ =X ).  However, this 

assumption does not correctly represent the actual operation of networks in many cases.  For 

example, even though several nodes might be disconnected, the network continues to serve the 

remaining connected components; or the loss of some network components may not cause 

disconnectiveness, but the network operates at an unacceptable performance level due to 

increased load on the operational components.  Performance measures and their surrogates, such 

as network resilience (percentage of communicating node pairs), traffic efficiency, network 

diameter (the longest communication path), and average packet delay, are widely used in 

computer and telecommunication network design as benchmarks to compare alternative designs. 

Let ( )Ω X  be a measure of a performance indicator of a network in state X.  Network 

performability analysis is concerned with the computation of some characteristics of ( )Ω X , such 

as [ ( )]E Ω X , or the probability that ( )Ω X  meets a threshold value, Pr{ ( )Ω X ≥α}.  Similar to 

network reliability, for a given state X, in most cases it is trivial to compute ( )Ω X . However, to 

compute the performability measure over all possible network states is NP-hard (Ball et al. 

1995). 

The application of simulation to estimate reliability and performability measures is 

outwardly straightforward:  randomly generate K states of a network, evaluate ( )Φ X and ( )Ω X  

for each state generated, then calculate any statistics of interest.  However, many techniques 

exploit the binary structure function to develop highly efficient simulation techniques.  

Therefore, most efficient simulation techniques in the literature focus on network reliability 



 4 

where the structure function is binary, but not on performability measures, which have non-

binary performance functions. 

We have chosen to demonstrate the application of simulation to estimate performability 

using network resilience.  The resilience of a network with unreliable arcs is defined the 

expected percent of communicating node pairs.  ( )Ω X  for network resilience is calculated as 

follows 

 
1 1

2( ) ( )
( 1)

τ
= = +

Ω =
− ∑ ∑

n n

ij
i j in n

X X  (5) 

where ( )ijτ X  is 1 if the network contains a path between nodes i and j in state X, otherwise 0.  

Then, network resilience is given by 

 ( ) Pr{ }
S

P
∈

= Ω∑
X

X X  (6) 

3 Existing Approaches 

3.1 Crude Monte Carlo 

The most basic simulation technique to generate state vectors is Crude Monte Carlo 

(CMC) sampling.  In CMC sampling, a state vector X is sampled by individually simulating the 

state of each arc ei∈E using a Bernoulli random variable with mean pi.  To estimate reliability, K 

state vectors are sampled as defined above and connectivity is checked for each state sampled.  

In turn, the ratio of the number of connected network states to sample size K yields an unbiased 

estimator of reliability. 

Procedure CMC 

1 up=0 
2 FOR k=1,…,K DO { 
3  FOR each ei∈E DO { 
4   IF Uni[0,1] ≤ pi THEN xi =1 ELSE xi =0 } 
5  X={xi: ei∈E} 
6  up=up+Φ(X) 
7 } 

 
The estimator of R in CMC is given by 

 ( )

1

1ˆ ( )
K

k

k

upR
K K=

= Φ =∑ X  (7) 
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Since the outcome of Φ(⋅) is a Bernoulli trial with the expected value of R, the variance 

of estimator R̂  is given by  

 ( )
2

1

1 (1 )ˆVar( ) Var( ( ))
K

k

k

R RR
K K=

−
= Φ =∑ X  (8) 

and the coefficient of variation (cv) on 1-R is equal to  

 
ˆVar( )

=
1 (1 )

R Rcv
R R K

=
− −

 (9) 

Estimating reliability for highly reliable networks is daunting. CMC sampling is 

inherently inefficient, requiring a total of m×K random numbers, most of which are used to 

sample operational states of arcs.  For example, consider a highly reliable arc, e.g., pi = 0.999.  In 

this case, K random numbers are used to simulate a rare event (xi=0), which will be observed 

only once in 1000 samples, on average. 

3.2 Dagger Sampling 

Kumomato et al. (1980) proposed dagger sampling (DS) to improve upon the sampling 

inefficiency of CMC.  In DS, only a single random number is used to sample Li consecutive 

states of arc ei.  Here, Li is called a sub-block of arc ei and equals 1/qi.  Using a single random 

number U, a sub-block of Li consecutive states of arc ei is generated as follows.  If U >qiLi, then 

xi=1 for all samples within the sub-block; otherwise, xi=0 in the (U/qi+1)th sample, and xi=1 in 

all other samples.  DS is superior to CMC in terms of not only using fewer random numbers but 

also having a smaller sampling variance.  Using a single random number to generate a sub-block 

of samples induces a negative correlation between the state vectors of a sub-block.  Therefore, 

DS can be considered a multi-dimensional antithetic variable technique for variance reduction.  

The major drawback of DS appears when individual component reliabilities are very high, but 

relatively different.  In this case, each arc ei will have a very different sub-block size Li and 

assembling these sub-blocks to obtain state vectors is difficult and memory intensive.  For 

example, the time-driven DS procedure given by Fishman (1986) has a memory requirement of 

O(Lm), where L is the least common multiple of the Li’s and can be quite large.  To overcome 

this drawback, we present an efficient event-driven implementation of DS requiring only O(m) 

memory space. 
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3.3 Markov Model 

Mazumdar et al. (2000) proposed a continuous time simulation for general reliability 

systems in which Bernoulli failure of components is replaced with continuous Markov processes 

to reduce sampling cost.  In this approach, the state transition of an arc is simulated by 

generating exponential r.v. for the time periods that the arc is in the operative and failed states.  

Let λi and µi be the failure and repair rates of arc ei such that 
1

1 1( )
i

i
i i

p λ
λ µ

−

− −=
+

.  Using an 

artificial time unit t, these rates can be calculated as 1( )i itpλ −=  and 1( (1 ))i it pµ −= − .  

Throughout the simulation, the state of arc ei, is generated as follows.  When the simulation starts 

at time zero, the initial state is sampled from a Bernoulli r.v. with mean pi.  If the initial state is xi 

=1, an exponential r.v. with mean 1
iλ −  is generated to determine the time point of the transition 

from xi =1 to xi = 0.  If the initial state is xi =0, then an exponential r.v. with mean 1
iµ −  is 

generated to determine the time point of the transition from xi =0 to xi =1.  The following states 

and transition times are similarly sampled from their corresponding exponential distributions 

depending on the state at the current time.  Each time a transition takes place, ( )Φ X  is 

evaluated.  The simulation continues until a predetermined time (tmax) is reached and the 

estimation of reliability is the ratio of the total time that ( ) 1Φ =X  to the total simulation time.  

We devise an efficient procedure using a heap-data structure and incremental evolution of the 

structure function to estimate reliability and performability using this method. 

3.4 Sequential Construction and Destruction  

Easton and Wong (1980) proposed the sequential construction (SC)/ destruction (SD) 

techniques which use a sample space of arc permutations.  Let iΠ  be an order of arcs in which 

they fail or become operative and [ ]rx  represent the state of the rth arc in permutation  iΠ .  Over 

the state space of all permutations, S Π , network reliability is calculated as follows: 

 
0

( ( ; )) Pr{ ( ; )}
i

m

i i
jS

R j j
Π =Π ∈

 
= Φ Π Π 

 
∑ ∑ X X  (10) 

where ( ; )i jΠX  is the state of the network such that [ ] 1rx =  for 1, ,r j=   and [ ] 0rx = for 

1, ,r j m= +   if SC is applied, or [ ] 0rx =  for 1, ,r j=   and [ ] 1rx = for 1, ,r j m= +   if SD is 



 7 

applied.  Notice that in Eq. (10), R is given as a sum of !m  positive numbers.  Easton and 

Wong’s approach is based on sampling elements from this sum.  The simulation has two steps: 

(i) sample iΠ from S Π , and (ii) calculate the estimation of reliability for iΠ  as follows: 

  0

0

( ( ; )) Pr{ ( ; )}
ˆ

Pr{ ( ; )}

m

i i
j

m

i
j

j j
R

j

=

=

Φ Π Π
=

Π

∑

∑

X X

X
 (11) 

The numerator of Eq. (11) is the sum sampled and the denominator is the probability of 

observing the sum.  Easton and Wong suggested the following steps to sample iΠ .  Sample a 

state X using CMC sampling, determine a random permutation of failed arcs ( 1( )Π X ), determine 

a random permutation of operative arcs ( 2 ( )Π X ), and append 2 ( )Π X  to 1( )Π X to obtain 

1 2[ ( ), ( )]iΠ = Π ΠX X  in SC, and append 1( )Π X to 2 ( )Π X to obtain 2 1[ ( ), ( )]iΠ = Π ΠX X  in SD.  

SC starts with all arcs failed, and they are sequentially repaired one at a time, whereas, SD starts 

with all arcs operative, and they are failed sequentially one at a time.  Although SC and SD were 

originally proposed to estimate network reliability, Eq.s (10) and (11) are also valid for non-

binary structure functions.  Therefore, these techniques are applicable to performability and we 

use them this way for the first time in the literature in section 5. 

3.5 Destruction and Merging Process 

Elperin et al. (1991) use the same sample space as Easton and Wong, i.e., arc 

permutations.  However, they use artificial time evaluation of network reliability for a given 

permutation.  Similar to SC and SD, the simulation starts with all arcs operating (in the 

destruction process, DP) or failed (in the creation process, CP), and arcs are sequentially failed or 

repaired one at a time.  Consider the following notation for DP: 

 t artificial mission time selected, 

 iτ  exponential r.v. with failure rate λi denoting the life time of arc ei, 

 jt  an r.v. denoting the time interval between (j-1)th and jth arc failures in permutation iΠ . 

Using the artificial mission time t, the reliability of arc ei is expressed as 

Pr{ } it
i ip t e λτ −= ≥ = ; hence, the artificial failure rate of arc ei is 1 log( )i it pλ −= − .  Assuming all 

arcs are operative at time zero and they are failed one at a time according to permutation iΠ .  
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Using the same notation for ( ; )i jΠX  as in SD, let tj be the time that network stays in state 

( ; 1)i jΠ −X  before moving into state ( ; )i jΠX  for 1,...,=j m .  Then, tj is an exponential r.v. for 

1,...,=j m  with  

  [ ]j

m

t r
r j

λ λ
=

= ∑  (12) 

Eq. (12) holds due to the memoryless property of the exponential r.v.  For example, consider the 

transition time from state ( ;0)iΠX  to state ( ;1)iΠX .  The first arc in iΠ  fails at time 

1 1 2min{ , , , }mt τ τ τ=  .  Since the iτ s’ are exponential r.v., 1t  is an exponential r.v. with failure 

rate 
1 [ ]

1

m

t r
r

λ λ
=

= ∑ .  When 2t  is considered, the transition time from state ( ;1)iΠX  to state 

( ;2)iΠX  is independent of 1t
, due to the memoryless property.  Therefore, 

2 [ ]
2

m

t r
r

λ λ
=

= ∑ . 

Let r* be the index of the critical arc in permutation iΠ , i.e., connectivity is lost when the 

r*th arc fails.  For a given iΠ , the total time that the network has the desired connectivity is 

( *1 2 r
t t t+ + + ) and reliability is expressed as the probability that connectivity survives beyond 

the artificial time point t.  Therefore, for a given iΠ  network reliability can be analytically 

calculated as the convolution of r* exponential r.v. as follows: 

 *1 2
ˆ Pr{ | }i ir
R t t t t= + + + ≥ Π  (13) 

To use Eq. (13) in a simulation, one needs to sample iΠ  from S Π  and evaluate it.  The 

probability of observing a permutation iΠ  is given by 

 [ ]

1 [ ] [ 1] [ ]

Pr{ }
m

r
i

r m m r

λ
λ λ λ= −

Π =
+ + +∏



 (14) 

A permutation iΠ can be drawn with Pr{ }iΠ  by sampling iτ  for each arc ei∈E and sorting in 

ascending order [1] [2] [ ]mτ τ τ< < < .  In summary, in DP, K permutations are sampled as defined 

above, ˆ
iR  is analytically evaluated for each permutation iΠ , and the estimation of the reliability 

is given by the arithmetic average of the ˆ
iR ’s. 
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CP is the opposite of DP where jt  is the time interval between the repairs of the (j-1)th 

and jth arcs  in permutation iΠ , and connectivity is gained when the critical arc is repaired.  

Elperin et al. (1991) realized that connectivity was achieved in CP when a spanning tree of 

repaired arcs was obtained, and many repaired arcs did not actually contribute to connectivity, 

other than completing already connected parts of a network.  By considering only the repair of 

arcs connecting disconnected components of the network, they proposed the graph merging 

process (MP) which allows more bundles of arc permutations in one creation process. DP, CP, 

and MP cannot be used to estimate network performability since these methods are based on 

computing the probability that the network survives beyond an artificial mission time, which is 

made possible by the binary structure function of network reliability. 

3.6 Using Cut and Path Sets 

The simulation methods introduced above do not exploit prior information, such as the 

cut and path sets of a network.  For example, a network must have at least (n-1) arcs operational 

to achieve all-terminal connectivity.  Let Lw  and Uw  be the cardinalities of the minimum 

cardinality cut and path sets of a network, respectively.  In order words, Lw  is the minimum 

number of arcs required to fail in order to disconnect the network and Uw  is the minimum 

number of arcs required to be operative in order to achieve connectivity.  For any state X such 

that 
1, ,

( )i L
i m

x m w
=

> −∑


, ( ) 1Φ =X  and for any state X such that 
1, ,

i U
i m

x w
=

<∑


, ( ) 0Φ =X .  Van 

Slyke and Frank (1972) used this information to propose a stratified and importance sampling 

method in which only network states satisfying  

 
1, ,

( )U i L
i m

w x m w
=

≤ ≤ −∑


 (15) 

are sampled.  Fishman (1986b) generalized this approach for any integers UL w≥  and 

LH m w≤ − , a major improvement since the computation of Uw  is NP-hard for general networks 

(see page 585 of Fishman 1986b); however, an L can be determined easily.  In Fishman’s 

approach, estimation of reliability is given by 

 ˆ ˆ( )U L LR R R R R′= − +  (16) 

where UR and LR  are upper and lower bounds on reliability calculated by using L and H, 
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respectively, and R̂′  is the estimation of reliability in state space 
1...

{ : }i
i m

S L x H
=

′ = ≤ ≤∑X .  

Fishman (1986b) also defined a sampling plan based on the Binomial distribution to sample from 

state space S ′  when arc reliabilities are equal.  However, if arc reliabilities are distinct, it is 

extremely difficult to compute the bounds and sample from S ′  since ∑
= mi

ix
,..,1

 does not have 

Binomial distribution.  Therefore, this method’s applicability is limited to networks with 

identical link reliabilities.  

Kumamoto et al. (1977) proposed an importance sampling approach by imposing bounds 

on the structure function.  Let ( )LΦ X  and ( )UΦ X  be two binary functions satisfying 

 ( ) ( ) ( )L UΦ ≤ Φ ≤ ΦX X X    for all S∈X   (17) 

Eq. (17) can be rewritten as 

 [ ( ) ( )]Pr{ } ( ) Pr{ }L L
S S

R
∈ ∈

= Φ − Φ + Φ∑ ∑
X X

X X X X X  (18) 

In inequalities (18), notice that if ( ) 1Φ =X , then ( ) ( ) 1UΦ Φ =X X  and if ( ) 0Φ =X , then 

( ) ( ) 0UΦ Φ =X X , which implies that ( ) ( ) ( )UΦ Φ = ΦX X X .  In addition, if ( ) 1LΦ =X , then 

( ) ( ) 1LΦ Φ =X X  and if ( ) 0LΦ =X , then ( ) ( ) 0LΦ Φ =X X , which implies that 

( ) ( ) ( )L LΦ Φ = ΦX X X .  Substituting these terms in Eq. (18) yields 

 [ ( ) ( )] ( ) Pr{ } ( ) Pr{ }U L L
S S

R
∈ ∈

= Φ − Φ Φ + Φ∑ ∑
X X

X X X X X X  (19) 

Define two sets of network states, 1S  and 2S , such that 1 { : ( ) ( ) 1}U LS S= ∈ Φ − Φ =X X X  

and 2 { : ( ) ( ) 0}U LS S= ∈ Φ − Φ =X X X .  Due to the definition of ( )LΦ X  and ( )UΦ X , sets 1S  and 

2S  are disjoint partitions of state space S.  Hence, the following holds 

 1

2

1 1

2 2

Pr{ } [ ( ) ( )] ( ) Pr{ | }

Pr{ } [ ( ) ( )] ( ) Pr{ | }

U L
S

U L L
S

R S S

S S R
∈

∈

= Φ − Φ Φ +

Φ − Φ Φ +

∑

∑
X

X

X X X X

X X X X
 (20) 

Since ( ) ( )U LΦ − ΦX X  is a binary function, 1Pr{ } ( ( ) ( ))U L L US E R R= Φ − Φ = −X X , Eq. (20) can 

be further simplified as: 
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1

1( ) ( ) Pr{ | }U L L
S

R R R S R
∈

= − Φ +∑
X

X X  (21) 

To use Eq. (21) to estimate network reliability, one needs to define ( )LΦ X  and ( )UΦ X , 

calculate LR  and UR , and design a sampling plan to sample X from 1S .  Kumamoto et al. (1977) 

suggested using minimal path sets for ( )LΦ X  and minimal cut sets for ( )UΦ X .  The drawback is 

that computing minimal path and cut sets and calculating LR and UR  requires exponential time.  

Fishman (1986b) proposed using disjoint minimal path and cut sets so that LR and UR can be 

calculated in linear time.  In both approaches, the expected values of ( )LΦ X and ( )UΦ X  yield 

lower and upper bounds on network reliability, LR  and UR , respectively.  Given M path sets of 

the network, P1, P2,…,PM, ( )LΦ X  can be computed as   

  
1

( ) 1 (1 )
j

M

L i
j i P

x
= ∈

Φ = − −∏ ∏X  (22) 

and given N sets, C1, C2,…,CN, ( )UΦ X  is computed as 

  
1

( ) (1 (1 ))
j

N

U i
j i C

x
= ∈

Φ = − −∏ ∏X  (23) 

The bound approaches proposed by Kumamoto et al. (1977), Van Slyke and Frank 

(1972), and Fishman (1986b) cannot be directly be applied in the case of a non-binary structure 

function since they are based on cut and path sets assuming a binary structure function. 

4 Event Driven Approaches for Network Reliability and Performability 
CMC simulation is a discrete time driven simulation in which the simulation time is 

advanced in increments of time units (replications) and events (arc failures) for each unit time 

increment are simulated.  On the contrary, in the event driven approach, time points at which 

future events occur are generated, and then the simulation time is advanced to the time point of 

the most imminent of events and the state of the system is evaluated.  An event driven simulation 

progresses by simulating the next event time for the most imminent of the event(s) and updating 

a timetable accordingly.  In some cases, the event driven approach can be more efficient than the 

time driven approach to estimate reliability and performability.  

In this section we develop event driven versions of two methods discussed above, 

Markov model (MM) and dagger sampling (DS).  Furthermore, we devise two new methods to 



 12 

estimate network reliability and performability.  These are event-driven approaches and are 

called block sampling (BS) and geometric sampling (GS).  Block sampling is an efficient 

alteration of the event-driven version of DS.  

In the event driven simulation approach to network reliability and performability, events 

are arcs failures or repairs.  Implementation of this approach requires: (i) an event list containing 

the next time when each arc failure occurs, (ii) a timing routine to determine the time of the most 

imminent of arc failures, and (iii) an event routine updating the network state and generating the 

next failure times whenever arc failures occur.  We use a heap data structure for the 

implementation of all methods.  A heap is a priority queue allowing efficient removal and 

insertion of elements to and from a collection of elements stored in a binary tree structure and 

organized according to their keys, which identify weights or priorities of elements.  Here, arcs 

correspond to heap elements and the key of an arc ei is the next failure time (event time et(i)) of 

the arc.  The following heap operators are used: 

insertElement(PQ, ei, et(i)): insert arc ei with key et(i) into heap PQ, 

removeMin(PQ): return and remove the element with the smallest key from PQ, 

minElement(PQ): return (without removing) the smallest key of heap PQ, 

initializeHeap(PQ): initialize an empty heap PQ.  

O(m) memory space is required to store the heap data structure.  The heap operators, 

removeMin(), insertElement(), and minKey(), have time complexity of O(log(m)), O(log(m)), 

and O(1), respectively. 

4.1 Markov Model 

In (Mazumdar et al. 2000), the authors do not give details about the implementation of 

the Markov process to estimate network reliability or performability.  In this section, a very 

efficient procedure based on their method is given to estimate R and P.  Since an exponential r.v. 

is used to simulate event times, it is reasonable to assume that only a single event (i.e., an arc 

fails or becomes operational) occurs at a given point of time.  Therefore, any two following 

states of the network, X(k) and X(k+1), are only different by the state of a single arc.  If Ω(X(k)) and 

Φ(X(k)) are known, in some cases, Ω(X(k+1)) and Φ(X(k+1)) can be evaluated without explicitly 

calculating the transitive closure or the structure function of the network.  For example, if 

Φ(X(k))=1 and an arc is repaired in X(k+1), then Φ(X(k+1))=1.  Similarly, if Φ(X(k))=0 and an arc is 

failed in X(k+1), then Φ(X(k+1))=0.  In the following, an efficient incremental evaluation of Ω(⋅) is 
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discussed. 

Assume that a network G(V, E) in state X(k) is disconnected and partitioned into d disjoint 

connected sub-networks, G1(V1, E1),…,G2(Vd, Ed), such that V=V1∪V2∪,…,Vd, 

E=E1∪E2∪,…,Ed, and Vi∩Vj=∅ for all i≠j.  Consider that arc ei between nodes h(ei) and t(ei) is 

repaired during the transition from state X(k) to X(k+1).  If h(ei) and t(ei) reside in the same sub-

network, then the network has the same partition in state X(k+1) since repairing arc ei does not 

improve connectivity; hence, Ω(X(k))=Ω(X(k+1)).  If h(ei) and t(ei) do not reside in the same sub-

network, e.g., h(ei)∈Va and t(ei)∈Vb, the partition of the network in state X(k+1) has (d-1) sub-

networks and the new partition can be obtained by merging sub-networks Ga and Gb.  The 

number of node pairs communicating in state X(k+1) can be calculated as 

Ω(X(k+1))=Ω(X(k))+|Va|×|Vb|.  Merging two sub-networks can be performed in O(n) whereas 

calculation of the transitive closure has time complexity of O(n3).  If an arc fails during the 

transition from X(k) to X(k+1), the situation is more complicated.  In this case, a path from node 

h(ei) to t(ei) using depth-first search with a time complexity of O(m) is sought.  If such a path 

exists, then states X(k) and X(k+1) have the same partition and Ω(X(k+1))=Ω(X(k)).  If it does not 

exist, then the sub-network including h(ei) and t(ei) is partitioned into two disconnected networks 

Ga and Gb such that h(ei)∈Va and t(ei)∈Vb, and Ω(X(k+1))=Ω(X(k))-|Va|×|Vb|.  Va and Vb can be 

easily determined during depth-first search by keeping track of labeled and unlabeled nodes. 

While implementing the Markov process for network reliability and performability 

analysis, it is possible to incrementally evaluate Ω(X) by dynamically updating partitions of the 

network.  In the following procedure, these ideas are implemented by using two functions ΩM(X) 

and ΩD(X).  ΩM(X) merges (if needed) two subnetworks and returns the number of 

communicating pairs when an arc is repaired.  ΩD(X) divides a network into subnetworks and 

returns the number of communicating pairs.  
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PROCEDURE MARKOV 
tmax stopping criteria 
t  artificial time unit 

 1  initilizeHeap(PQ) 
 2  FOR each ei∈E DO { 
 3   λi =t-1/pi  
 4   µi = t-1/qi 
 5   IF (Uni[0,1]< pi ) THEN {xi=1, et(i)=Expo(1/λi)} ELSE {xi=0, et(i)=Expo(1/µi)} 
 6   insertElement(PQ, ei, et(i)) 
 7  } 
 8  up=0, np=0, etmin=0,  
 9  NPcur=Ω(X) 
 10  DO { 
 11    ei=removeMin(PQ) 
 12    IF (xi =1) THEN xi=0, et(i) = etmin+Expo(1/µi) 
 13    IF (xi =0) THEN xi=1, et(i) = etmin+Expo(1/λi) 
 14    IF (NPcur= n(n-1)/2) THEN { 
 15      up=up+(etmin-et(i)) 
 16      np=np+(etmin-et(i))×NPcur 
 17      IF (xi =0) THEN NPcur=ΩD(X) 
 18      }  
 19    IF (NPcur< n(n-1)/2) THEN { 
 20      down=down+(etmin-et(i)) 
 21       np=np+(etmin-et(i))×NPcur 

 22       IF (xi ==1) THEN NPcur=ΩM(X) 
 23       IF (xi ==0) THEN NPcur=ΩD(X) 
 24       } 
 25    etmin=et(i) 
 26   insertElement(PQ, ei, et(i)) 
 27  } while (etmin < tmax) 
 
 

The estimation of reliability is given by 

 ˆ upR
up down

=
+

 (24) 

The variance of the estimator can be calculated  

 
2 2 2 2

3
ˆ( )

( )( )
U D D U

U D

s sVar R
up down

µ µ
µ µ

+
=

+ +
 (25) 

where Uµ and Dµ  are the means and 2
Us and 2

Ds  are the variances of the times that the network 

stays connected and disconnected (Mazumdar et al. 2000).   
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The estimator for network resilience is  

 2ˆ
( 1)

npP
n n up down

 
= × − + 

 (26) 

Unfortunately, obtaining an unbiased estimate for ˆ( )Var P  is not straightforward due to 

the dependence between samples.  In the reliability case, the network alternates between 

operative and failed states throughout the simulation.  However, in the network resilience case, 

there are n(n-1)/2 states that can be visited.  For example, in state X(k), if the network consists of 

three connected sub-networks,  in state X(k+1), there are only three possibilities: the network will 

consist either of two, three, or four sub-networks.  In other words, the transition of Ω(⋅) 

throughout simulation is incremental.  Therefore, consecutively sampled values of Ω(⋅) are 

positively correlated.  To obtain an unbiased estimate of ˆ( )Var P , independent replications or 

batch means can be used (Law and Kelton 2000). 

4.2 Event-Driven Approach for Dagger Sampling 

The event-driven approach can be applied to dagger sampling (DS).  As mention earlier, 

the time-driven implementation of DS requires considerable amount of computer memory when 

arc reliabilities are not identical.  Event-driven simulation using a heap data structure is a remedy 

for this drawback of DS.  The following procedure is the event-driven implementation of DS 

using a heap data structure. 
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 PROCEDURE DS 

Li  sub-block size of arc ei 
NBi  number of sub-blocks to be simulated for arc ei 
Bt(i)  number of sub-blocks simulated for arc ei 

 1 initializeHeap(PQ) 
 2 set Li = 1/qi for each ei∈E 
 3 L= the least common multiples of Li’s 
 4 NBi=L/Li for each ei∈E 
 5 up=0, np=0; 
 6 FOR each ei∈E DO { 
 7  Bt(i)=1, failed=no 
 8  DO { 
 9   U=Uni[0,1] 
 10   IF (U< qi×NBi ) THEN {et(i)=(Bt(i)-1)×Li+U/qi+1, failed=yes} 
 11   Bt(i)=Bt(i)+1 
 12  }WHILE(failed=no & Bt(i) <NBi) 
 13  IF (failed=yes) THEN insertElement(PQ, ei, et(i)) 
 14 } 
 15 DO { 
 16  etmin=MinElement(PQ) 
 17  set 1=ix for each ei∈E 
 18  DO { 
 19   ei=removeMin(PQ), xi=0, and failed=no 
 20   DO { 
 21    U=Uni[0,1] 
 22    IF (U < qi×NBi ) THEN {et(i)=(Bt(i)-1)×Li+U/qi+1, failed=yes} 
 23    Bt(i)=Bt(i)+1 
 24   } WHILE(failed=no &Bt(i)<NBi) 
 25   IF (failed=yes) THEN insertElement(PQ, ei, et(i)) 
 26  } WHILE (etmin=MinElement(PQ)) 
 27 up=up+ ( )Φ X , np=np+Ω(X) 
 28 } WHILE (PQ is not empty) 
 29 R=up/L, P=np/L 
 

The procedure DS has two parts.  In the first part (between lines 6 and 14), the initial 

failure times of arcs are generated and inserted into heap PQ.  In the second part (between lines 

15 and 28), arcs with the most imminent failure times are removed from the top of the heap, the 

network state is updated, the next failure times are generated, and the removed arcs are inserted 

into the heap again.  In DS, arcs are allowed to fail at most once within a sub-block size of Li 

replications.  This is controlled by variable Bt(i), which counts the number of sub-blocks that arc 
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ei has been simulated.  A single random number U is used to determine the failure time of arc ei 

within the Bt(i)th sub-block as follows (see lines 10 and 22).  If U < qi×NBi, then the failure time 

of arc ei is calculated as et(i)=(Bt(i)-1)×Li+U/qi+1, and this event is inserted into heap PQ.  

Otherwise, no failure occurs within the sub-block.  In both cases, the simulation time moves to 

the next sub-block by simply increasing Bt(i) by one.  These steps are either repeated until a 

failure is observed or the maximum number of sub-blocks is reached (DO-WHILE loop between 

lines 20 and 24).  As a result, only arc failures are stored in the heap by skipping sub-blocks 

without a failure.  The proposed procedure is an efficient event-driven approach to DS with a 

memory requirement of only ( )O m , which is much less than O(Lm) of the procedure given in 

Fishman (1986) and Kumamoto et al. (1980). 

4.3 Block Sampling 

Using a heap data structure overcomes the large computer memory requirement of DS.  

However, the inability to control L due to different sizes of sub-blocks is another shortcoming of 

DS.  In this section, we develop a new sampling method to remedy this problem by using sub-

blocks of equal sizes.  Consider a block of L consecutive state vectors, X(1),...,X(L), which are 

generated by using CMC sampling.  Let Yi denote the number of times that arc ei is in the failed 

state in L consecutive replications.  It is clear that Yi follows a binomial distribution with the 

following p.m.f.:  

 Pr{ } 0, ,y L y
i i i

L
Y y q p y L

y
− 

= = = 
 

  (27) 

The main idea behind block sampling (BS) is to construct state vectors directly from r.v. 

Yi instead of individually sampling its elements.  In BS, failures of arc ei within a block of L 

replications are generated in two steps: (i) sample Yi from the binomial distribution with 

parameters L and qi; (ii) randomly distribute Yi failures over L replications to determine the 

replications with xi=0.  Once individual arc failures are generated, the state vector of the network 

can be constructed.  The procedure is given as follows:  
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PROCEDURE BS 
 1 FOR each ei∈E DO { 
 2  Generate Yi from Binomial(L, qi) 
 3  FOR l =1,…,Yi DO { 
 4   Choose integer k from [1, L] without replacement  
 5   insertElement(PQ, ei, k) 
 6   }  
 7  } 
 8 DO { 
 9  set 1=ix for each ei∈E, up=0, and np=0  
10  etmin=MinElement(PQ) 
11  DO { 
12   ei=removeMin(PQ) 
13   xi=0 
14  } WHILE (etmin=MinElement(PQ)) 
15  up=up+ ( )Φ X , np=np+Ω(X) 
16 } WHILE (PQ is not empty) 
17 R=up/L, P=np/L 
 

The procedures DS and BS are given for a block of simulation, if B independent 

replications of blocks are performed, the estimations of reliability and network resilience are 

given as  

 
1 1

1 1ˆ ˆ ˆ ˆand
B B

i i
i i

R R P P
B B= =

= =∑ ∑  (28) 

In DS and BS, state vectors within the same block are not s-independent since the same 

random numbers are used to generate them.  Therefore, Eq. (8) cannot be used to obtain an 

unbiased estimate of ˆ( )Var R .  To obtain an unbiased estimate of the variance, estimates from B 

independent replications of blocks can be used as follows: 

 2 2

1 1

1 1ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) and ( ) ( )
( 1) ( 1)

B B

i i
i i

Var R R R Var P P P
B B B B= =

= − = −
− −∑ ∑  (29) 

In BS, since state vectors within the same block are not s-independent, it is necessary to 

show that BS is unbiased, i.e., a state X is sampled with the probability of Pr{X}.  Although the 

state vectors within the same block are not s-independent, the individual elements of a state 
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vector X are s-independent.  Therefore, if Pr{ 0}ix =  is equal to qi in BS, then a state vector X 

can be sampled with the probability given in Eq. (1).  In the following, it is shown that the BS 

procedure, i.e, first sampling number of failures, then distributing them randomly over 

replications, produces unbiased samples from S.  Pr{ 0}ix =  can be calculated by conditioning on 

Yi as follows: 

 
0

Pr{ 0} Pr{ 0 | } Pr{ }
L

i i i i
y

x x Y y Y y
=

= = = = ⋅ =∑  (30) 

Since failures are randomly distributed over L samples, for a given y, Pr{ 0 | }i ix Y y= =  is 

equal to y/L.  Thus,  

  1

0 1

1
Pr{ 0}

1

L L
y L y y L y

i i i i i i
y y

L Lyx q p q q p
y yL

− − −

= =

   −    
= = =      −      

∑ ∑  (31) 

The summation term in Eq. (31) is equal to 1 since it is the sum of the p.m.f of the 

binomial distribution with parameters L-1 and iq  for all possible outcomes.  Hence,  

  Pr{ 0}i ix q= =  (32) 

This result shows that BS produces unbiased samples.  Next, the variance of estimator 

R̂ is analyzed for BS.  The variance of estimator R̂  within a block size of L is given by 

 ( ) ( ) ( )
2

1 1 1

1ˆVar( ) Var( ( )) 2 Cov( ( ), ( ))
L L L

i i j

i i j i
R

L = = = +

 
= Φ + Φ Φ 

 
∑ ∑ ∑X X X  (33) 

Calculating ))(),(Cov( )()( ji XX ΦΦ  is intractable since Φ(⋅) is a very complex function.  

Nonetheless, the covariance between the corresponding elements of two state vectors can be 

calculated, and then used to make an assessment about the covariance between state vectors.  For 

a given Yi, the covariance between ( )j
ix  and ( )k

ix of state vectors X(j) and X(k) in the same block, 

j≠k, is 

 

( ) ( ) ( ) ( ) ( ) ( )

2

2

Cov( | ) E{ | } E{ | }E{ | }

( )( 1) ( )
( 1)

( )
( 1)

j k j k j k
i i i i i i i i i ix , x Y y x x Y y x Y y x Y y

L y L y L y
L L L

y L y
L L

= = = − = =

− − − − = −  −  
− −

=
−

 



 20 

Therefore, 

 ( ) ( ) ( ) ( )

0

( 1)Cov( ) Cov( | ) Pr{ }
L

j k j k i i
i i i i i i

y

q qx ,x x ,x Y y Y y
L=

−
= = = =∑  (34) 

If Φ(⋅) is a coherent structure function and, if for each ( )j
ix ∈ ( )jX  and 

( )k
ix ∈ ( )kX , ( ) ( )Cov( , ) 0j k

i ix x < , then 0)}(),(Cov{ )()( <ΦΦ ji XX  (Kumamoto et al. 1980).  

Therefore, based on Eq. (34), BS has less sampling variance than CMC.  Notice that the first part 

of Eq. (33) is the variance of the CMC estimator for K=L and the second part (the summation of 

covariance terms) is a negative number due to fact that Φ(⋅) is a coherent structure function and 

the corresponding elements of state vectors with the same block are negatively correlated. 

In addition to a smaller sampling variance compared to CMC, one obvious advantage of 

BS is that it uses fewer random numbers for the same number of replications since it generates 

only failures.  To generate L states of arc ei, BS requires one binomial r.v. for Yi and on average 

L×qi
1

4.4 Geometric Sampling  

 random numbers to distribute Yi failures over L replications.  On the other hand, CMC uses 

L Bernoulli random variables for the same sample size.  As qi approaches 0, BS requires fewer 

and fewer random numbers, making BS computationally less expensive for networks with highly 

reliable arcs.  However, as arc reliabilities approach 1, the negative correlation between the state 

vectors diminishes.  Compared to DS where sub-block size Li depends on 1/qi, BS uses a single 

block size L for each arc.  Therefore, BS can be used without difficulty or alteration for networks 

with different component failure probabilities.   

Consider K replications of CMC simulation where xi (the state of arc ei) is sampled in K 

discrete time points.  Let Yi be a r.v. corresponding to the number of states of arc ei sampled until 

the first failure is observed.  Since xi is a Bernoulli r.v. with mean pi, Yi is a geometric r.v. with 

the following probability mass function (p.m.f): 

 
1(1 ) 1,2,

Pr{ }
0 otherwise.

y
i i

i
p p y

Y y
− − =

= = 




 (35) 

                                                           
1  See page 562 of Ross (1997) for how to choose k numbers out of n numbers (k ≤ n) without replacement using 
only k random numbers. 



 21 

This observation is key to our new technique, called geometric sampling (GS), an event 

driven simulation where events are arc failures randomly occurring at discrete time intervals 

given by Eq. (35).  In order to implement GS, a heap data structure is used as follows. 

PROCEDURE GS: 
 1 initializeHeap(PQ) 
 2 FOR each arc ei∈E DO { 
 3  ai = 1/ln(pi)  
 4  et(i) = ailn(U)+1 
 5  insertElement(PQ, ei, et(i))  
 6 } 
 7 up=0, np=0; 
 8 FOR k=1,…,K DO { 
 9  set 1=ix for each ei∈E 

 10  etmin = minElement(PQ) 
 11   DO { 
 12    ei=removeMin(PQ) 
 13    set xi = 0 
 14    et(i) = et(i)+ ailn(U)+1 
 15    insertElement(PQ, ei, et(i)) 
 16    } WHILE (etmin=minElement(PQ)) 
 17  up=up+ ( )Φ X , np=np+Ω(X) 
 18 } 

In the procedure above, geometric r.v. are generated by the inverse-transformation 

method from the cumulative mass function of the geometric distribution (lines 4 and 14).  It can 

be shown that  ln( ) / ln( )iU p  is a geometric r.v. with mean 1/ iq  (Law and Kelton 2000). 

In each replication within the DO-WHILE loop between lines 11 and 16, arcs with the 

same most imminent failure time (etmin) are removed from the top of the heap, the state of the 

network is updated by setting their state to failed, the next failure times are generated, and these 

arcs are inserted into the heap again.  Note that the procedure generates network states with at 

least one failed arc.  For state Xo with all arcs operational, Φ(Xo)=1 and 0( ) 1Ω =X .  Hence, 

estimations of R and P in GS are given as:  

 0 0
ˆ Pr{ } (1 Pr{ })upR

K
= + −X X  (36) 

 0 0
ˆ Pr{ } (1 Pr{ })= + −

npP
K

X X  (37) 
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The correctness of the GS procedure is based on the memoryless property of the 

geometric distribution which implies ( ) ( )Cov( ) 0k l
i ix ,x =  for any two distinct k and l replications 

for each ei∈E; hence, ( ) ( )Cov( ( ), ( )) 0k lΦ Φ =X X .  Therefore, GS does not provide variance 

reduction compared to CMC, however, its efficiency stems from the fact that random numbers 

are only generated to simulate arc failures, and state Xo is skipped without being actually 

generated.  For the same number of replications, GS implicitly considers 1/(1-Pr{Xo}) times 

more states than CMC.  Therefore, as Pr{Xo} approaches one, the efficiency of GS significantly 

increases.  That is, for highly reliable networks, GS becomes comparatively more efficient than 

CMC. 

5 Computational Experiments and Discussions 
In this section, the performance of both the techniques from the literature and the new 

methods that we have developed in this paper are tested for all-terminal reliability and network 

resilience2

MV∆

.  Two performance criteria are most often used in the literature: the variance of the 

estimator for a given number of replications and the CPU time required.  If VM and TM denote the 

variance achieved and the time taken by using technique M, the relative efficiency is given by 

∆VM=(VCMC/VM)×(TCMC/TM).  The higher that  is, the better technique M is.  The CPU time 

requirement of CMC depends on the data structure used to represent the network within a 

computation (mainly due to memory requirements and updating procedures) and the connectivity 

check algorithm.  We use an arc list representation and the graph merging connectivity 

algorithm, which favors this representation, for CMC.  In addition, if no arc failure occurs, the 

connectivity check is skipped.   

It should be noted that the simulation techniques from the literature have not been applied 

to estimate network resilience before; therefore, no comparisons are available for network 

resilience.  Since previous comparisons of simulation techniques in the literature have been 

mainly confined to a narrow range of network sizes and types, we have added the SD and SC 

techniques of Easton and Wong (1980) and the Graph Destruction (DP) and Merging Process 

(MP) of Elperin et al. (1991) to make our computational comparisons comprehensive.  In coding 

these four methods, the procedures defined in the corresponding papers were followed exactly 

                                                           
2  The bounding techniques of Fishman (1986b) and Kumamoto et al. (1977) are not considered here since these 
techniques require prior information (e.g., cut and path sets) and further research is required to investigate how prior 
information can be exploited in the case of non-binary f(X). 
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except for SC, where the graph merging procedure defined in Section 4.4 is used instead of 

testing connectivity each time an arc is repaired to minimize the connectivity check.  In Easton 

and Wong (1980), no information is given for the implementation of SD other than sequentially 

failing each arc one by one and checking connectivity until the network is disconnected.  This 

approach requires multiple connectivity checks to determine the critical arc.  In our code, 

however, the graph merging algorithm is applied in the reverse order of the arc failure 

permutation to determine the critical arc.  Therefore, the critical arc can be determined at the 

same cost of a single connectivity check.  

To investigate the performance of the techniques with respect to network density (m/n), 

four types of grid networks with 16 (4×4), 64 (8×8), 256 (16×16), and 400 (20×20) nodes were 

considered, as shown in Figure 1.  To test the performance of the techniques with respect to arc 

reliabilities, two different sets of arc reliabilities were used for (ph, pv, ps, pw): L-type with (0.97, 

0.99, 0.995, 0.90) and H-type with (0.997, 0.995, 0.993, 0.991).  In addition, four network 

density types, (a)-type being the least dense and (d)-type being the most dense, were tested.  

Density (a)-type networks have ( 1)( 2)n n− +  arcs and (b), (c), and (d)-type networks are 

obtained by adding new arcs to the preceding type networks as shown in Figure 1.  To identify 

the networks in Tables 3 through 5, the number of nodes, density, and reliability type are used.  

For example, network 16aL corresponds to the 16-node, 4×4 grid network, with density (a)-type 

and arc reliability L-type.  In addition to these networks, the Easton and Wong (1980) network 

with 105 nodes and 127 arcs and the dodecahedron network (Fishman 1986) with 20 nodes and 

30 arcs were used.  For all networks, K=107 replications were used for CMC, DS, BS, GS, SC, 

SD, DP, and MP, unless otherwise expressed.  K=107 ensures a coefficient of variance (on 1-R 

and 1-P) of less than 0.01 for most cases studied.  Since MV uses a continuous simulation time, 

the CPU time taken by CMC to perform the specified number of replications for a given network 

was used as the termination criteria for this technique.  

Table 1 summarizes the simulation results and published results for DP and MP to 

estimate all-terminal reliability for the dodecahedron network with different levels of arc 

reliabilities.  In each case, MP yielded the highest variance reduction (23.4 times for p=0.80 to 

51,590 times for p=0.99).  The variance reductions by MP are consistent with the results in 

Elperin et al. (1991).  SD, SC, and DP yielded nearly identical variance reduction, which is 

expected since these three techniques use the same sample space of arc permutations.  In Elperin 
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et al. (1991), it is mentioned that SD and DP are equivalent techniques in the case of identical arc 

failure probabilities.  This claim is also supported by our experimental results, however, higher 

variance reduction factors were obtained than the published results for DP.   

The variance reductions reported in Easton and Wong (1980) for their network using SD 

were virtually duplicated in our experiments (see Table 2), and, as expected, SD and SC yielded 

the same level of variance reduction. Easton and Wong (1980) and Fishman (1986) recommend 

SC for dense networks and SD for sparse networks mainly due to the efficiency in determining 

the critical arc.  However, if a graph-merging algorithm is used, as we do, determining the 

critical arc can be performed almost equally efficiently for both methods.  This claim is also 

supported by the results for the dodecahedron and Easton and Wong networks.  For example, 

although the Easton and Wong network is considered a sparse network, SC used less CPU time 

than SD for this network. 

Although DP and especially MP provided superior variance reduction for the 

dodecahedron network, they could not be used for the Easton and Wong network due to 

difficulties in computing the convolution of exponential random variables with non-identical 

means, which is required by both techniques.  If a large number of exponential r.v. is considered 

(e.g., MP requires computing the convolution of 104 non-identical exponential r.v.), the 

procedure to compute the convolution integral produced significant round-off error, which 

impairs accuracy. 

DS and BS did not provide a significant level of variance reduction for the dodecahedron 

network.  However, the relative efficiency of both methods increased with increased arc 

reliability (Table 1).  This result can be explained with the increased sampling efficiency of these 

methods in case of highly reliable arcs.  GS did not provide variance reduction for p=0.80 and 

p=0.90, however, variance reduction was achieved for higher arc reliabilities (3.8 times for 

p=0.99).  It should be noted that the variance reduction obtained by GS is due to generating only 

network states with at least one arc failed.  For example, for p=0.99, the probability that all arcs 

are in the operative state is 0.739, which means that on the average, 74% of the time CMC 

samples the network state with all arcs operative.  In the process of even-driven simulation, GS 

skips this state and samples 3.8 (≈1/(1-0.739) times more network states with arc failures than 

CMC, which in turn provides the variance reduction.  A similar pattern of increased variance 

reduction with increased arc reliabilities was also observed for the Easton and Wong network.  
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MV performed poorly for the dodecahedron network with p=0.80, p=0.90, and p=0.95, and for 

the Easton and Wong networks 1 and 2.  The performance of MV improved with increased arc 

and network reliability.   

Table 3 summarizes the simulation results for all-terminal reliability for the grid networks 

with different size, density and arc reliability.  For the 16-node networks, MP was superior over 

all density and arc reliability settings.  DP could not be used for networks 16cL, 16dL and 16dH 

due to the round-off error in the calculation of the convolution integral.  However, the same 

problem did not occur for MP since the dimension of the convolution integral is always equal to 

(n-1), independent of the number of arcs.  As a result, the computational complexity depends on 

the number of nodes, and as network density increases, most repaired arcs do not directly 

contribute to connectivity, but complete already connected parts of networks.  This feature of MP 

makes it a very efficient simulation technique for highly dense and reliable networks.  As seen in 

Table 3, the performance of MP significantly improves as network density and arc reliabilities 

are increased, and the all-terminal reliability approaches 1.0 (e.g., a variance reduction of 

2,455,285.8 was obtained for 16dH).  Unfortunately, MP could not be used for 64-node and 

larger networks due to round-off error in computing the convolution integral. 

SC and SD also provide significant levels of variance reduction and relative efficiency 

for all cases.  These two techniques provide virtually identical results for the 16-node and 64-

node networks.  In general, they perform better for networks with highly reliable arcs (H-type) 

than ones with low reliability arcs (L-type).  In many cases, their performance deteriorates with 

increasing density, particularly for the 256 and 400-node networks (see Table 4), and network 

size.  This result can be intuitively explained as follows.  The cardinality of the sample space of 

SC and SD is m!, which increases much faster than 2m, which is the cardinality of the sample 

space of CMC.  Therefore, the probability of observing a particular permutation rapidly 

diminishes with increasing m, reducing the value of information gained by each SC or SD 

sample compared to CMC. 

DS, BS, and GS perform best for sparse networks with high arc reliabilities, and they 

perform poorly for the 256 and 400-node networks.  Being event-driven approaches, their 

performance mainly depends on the probability that all arcs are operative.  This probability 

diminishes as networks get larger and denser.  The same is true of MV. 

Table 5 summarizes the simulation results for network resilience.  It should be noted that 
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DP and MP cannot be used to estimate network resilience since these techniques are only 

applicable to a binary structure function.  The other techniques present similar behaviors as in the 

case of network reliability.  However, SC outperforms SD in terms of relative efficiency 

although both techniques provide the same level of variance reduction.  In SC using the graph-

merging algorithm, the evaluation of Ω(⋅) can be performed incrementally as arcs are repaired 

one by one according to the sampled permutation.  However, SD is not appropriate for such an 

incremental evaluation of Ω(⋅).  Therefore, SC is well suited to estimate network resilience.  The 

performance of all of the techniques deteriorated with increasing network density and improved 

with increasing arc reliability.  

6 Conclusions 
This paper presented event-driven simulation approaches to reliability and performability 

analysis as an alternative time-driven simulation.  Using the event-driven approach and a heap-

data structure, several improvements were proposed for dagger sampling and Markov model.  An 

experimental study was performed to compare the performance of existing simulation techniques 

for network reliability and network resilience. The experimental study provided useful and 

unexpected results such as: 

• MP is the best method for dense networks. However, methods based on artificial time 

evaluation such as DP, CP, and MP cannot be used for multi-modal structure 

functions. In addition, these methods suffer from computational difficulty when 

applied to large networks.  

• SC and DP can also be used with multi-modal and continuous structure functions. 

The efficiency of these methods diminishes with increasing network size and density. 

However, no theoretical results exist for this observation. 

• Event-based simulations such as GS, BS, DS, and MP are most effective for highly 

reliable sparse networks.  These methods can be used for very general structure 

function.  
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Table 1.  All-terminal reliability simulation results for the dodecahedron network 

(Fishman 1986). 

p R* Metric DS BS GS MV SC SD DP** DP MP** MP 

0.80 0.8108435855 
V/VM 1.2 1.0 1.0 0.2 3.3 3.3 - 3.3 23 23.4 
∆VM 1.1 0.9 0.8 0.2 2.0 1.9 <1.0 <1.0 5.4 3.6 

0.90 0.9771308359 
V/VM 1.0 1.0 1.0 0.4 4.8 4.8 1.2 4.8 85 85.0 
∆VM 1.1 1.1 0.9 0.5 2.7 2.6 4.0 1.0 20.0 12.2 

0.95 0.9973118634 V/VM 1.0 1.0 1.2 0.8 11.4 11.4 1.5 11.4 504 512.7 
∆VM 1.4 1.4 1.1 0.8 5.6 5.3 10.2 2.1 108.0 64.5 

0.98 0.9998351727 V/VM 1.0 1.0 2.2 1.7 67.3 67.3 1.6 67.9 6960 6921.5 
∆VM 2.0 2.0 1.6 1.7 25.3 24.7 23.0 9.6 1227.0 686.4 

0.99 0.9999796990 V/VM 1.0 1.0 3.8 3.0 374.0 374.0 1.7 376.6 51590 53382.4 
∆VM 3.1 3.2 2.4 3.1 116.8 114.7 109.0 41.8 7635.0 4356.3 

DS = Dagger Sampling (new implementation from this paper of Kumomato et al. 1980); BS = Block Sampling (this 
paper); GS = Geometric Sampling (this paper); MV = Markov model (new implementation from this paper of 
Mazumdar et al. 2000); SC = Sequential Construction (Easton and Wong 1980); SD = Sequential Destruction 
(Easton and Wong 1980); DP** = Destruction Process (Elperin et al. 1991); DP = Destruction Process 
(implementation from this paper of Elperin et al. 1991); MP** = Merging Process (Elperin et al. 1991); MP = 
Merging Process (implementation from this paper of Elperin et al. 1991). 

* Exactly calculated by using a factoring algorithm and network reductions similar to given by Page and Perry 
(1988). 
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Table 2.  All-terminal reliability simulation results for the Easton and Wong (1980) 

network. 

NETWORK R* Metric DS BS GS MV SC SD** SD 
1 

0.954275427 
V/VM 1.2 1.0 1.1 0.4 3.0 2.9 3.0 

 ∆VM 1.3 1.0 1.0 0.4 2.3 2.4 1.7 
2 0.984193345 V/VM 1.5 1.0 1.4 0.8 5.6 5.6 5.6 
 ∆VM 1.7 1.0 1.1 0.8 3.7 4.0 2.7 

3 0.992103969 V/VM 2.7 1.0 1.9 1.6 9.3 9.3 9.3 
 ∆VM 3.1 1.1 1.1 1.5 4.8 5.6 3.5 

4 0.994587836 V/VM 1.9 1.0 1.9 1.5 12.5 12.4 12.5 
 ∆VM 2.2 1.1 1.1 1.5 6.5 7.6 4.8 

* Calculated by using SD.  

DS = Dagger Sampling (new implementation from this paper of Kumomato et al. 1980); BS = Block Sampling (this 
paper); GS = Geometric Sampling (this paper); MV = Markov model (new implementation from this paper of 
Mazumdar et al. 2000); SC = Sequential Construction (Easton and Wong 1980); SD** = Sequential Destruction 
(Easton and Wong 1980); SD = (implementation from this paper of Easton and Wong 1980). 
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Table 3.  All-terminal reliability simulation results for the 16-node and 64-node grid 

networks. 

NETWORK R* Metric DS BS GS MV SC SD DP MP 
16aL 

0.985430398 
V/VM 1.1 1.0 3.0 1.1 19.2 19.2 25.9 154.7 

 ∆VM 2.7 2.4 2.0 1.1 7.2 7.3 5.1 17.3 
16bL 0.998697153 V/VM 1.0 1.0 2.7 1.8 21.9 21.9 17.2 497.3 

 ∆VM 2.5 2.5 2.0 1.8 7.8 7.9 2.6 51.1 
16cL 0.999411033 V/VM 1.1 2.2 5.3 3.2 26.3 26.3 - 2052.3 

 ∆VM 2.8 4.8 3.7 2.6 7.8 7.6 - 165.4 
16dL 0.999941743 V/VM 1.0 1.1 1.3 1.8 10.8 10.8 - 8492.2 

 ∆VM 1.8 1.9 1.4 1.8 4.5 4.4 - 865.7 
16aH 0.999635710 V/VM 1.0 1.0 15.6 7.0 559.3 559.3 651.9 4866.9 

 ∆VM 9.5 9.1 7.5 5.8 151.0 151.2 90.6 395.7 
16bH 0.999938880 V/VM 1.1 1.0 11.2 5.7 281.0 281.0 261.4 8746.2 

 ∆VM 8.8 7.5 6.3 5.6 75.8 75.8 29.3 696.9 
16cH** 0.999969813 V/VM 1.0 1.0 6.7 4.6 147.3 147.3 14.2 14590.6 

 ∆VM 5.9 5.8 4.6 4.6 40.4 40.4 1.3 1165.4 
16dH** 0.999999509 V/VM 1.1 0.9 4.3 5.1 999.8 999.8 0.0 2452285.8 

 ∆VM 5.2 4.5 3.6 5.1 281.1 281.2 0.0 190991.1 
64aL 0.862765235 V/VM 1.3 1.0 1.2 0.4 3.7 3.7 - - 

 ∆VM 1.4 1.0 1.1 0.4 2.5 2.0 - - 
64bL 0.998606424 V/VM 1.1 1.0 1.1 0.6 3.3 3.3 - - 

 ∆VM 1.1 1.1 1.1 0.6 2.0 1.6 - - 
64cL 0.999397343 V/VM 1.0 1.0 1.1 0.5 2.4 2.4 - - 

 ∆VM 1.1 1.1 1.1 0.5 1.3 1.1 - - 
64dL 0.999984011 V/VM 1.0 1.2 1.3 0.9 3.6 3.6 - - 

 ∆VM 1.2 1.5 1.4 0.9 1.8 1.6 - - 
64aH 0.997897200 V/VM 1.0 1.0 4.8 1.5 54.6 54.6 - - 

 ∆VM 1.7 1.7 1.6 1.4 14.1 11.7 - - 
64bH 0.999938151 V/VM 1.1 0.9 2.7 1.4 18.6 18.6 - - 

 ∆VM 1.6 1.4 1.4 1.4 6.0 5.0 - - 

DS = Dagger Sampling (new implementation from this paper of Kumomato et al. 1980); BS = Block Sampling (this 
paper); GS = Geometric Sampling (this paper); MV = Markov model (new implementation from this paper of 
Mazumdar et al. 2000); SC = Sequential Construction (Easton and Wong 1980); SD = Sequential Destruction 
(Easton and Wong 1980); DP = Destruction Process (implementation from this paper of Elperin et al. 1991); MP = 
Merging Process (implementation from this paper of Elperin et al. 1991). 

Calculated by using MP.  ** K=108 
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Table 4.  All-terminal reliability simulation results for the 256-node and 400-node grid 

networks. 

 
NETWORK R* Metric DS BS GS MV SC SD 

256aL 
0.291066157 

V/VM 1.3 1.0 1.0 0.1 2.7 2.7 
 ∆VM 1.3 0.9 0.9 0.1 2.7 1.6 

256bL 0.998400211 V/VM 1.1 1.0 1.0 0.1 1.6 1.6 
 ∆VM 1.0 0.9 0.9 0.1 1.4 0.9 

256cL 0.999395249 V/VM 1.0 1.9 1.0 0.1 1.3 1.3 
 ∆VM 1.0 0.9 0.9 0.1 1.1 0.7 

256aH 0.984028311 V/VM 1.1 1.0 1.7 0.6 8.0 8.0 
 ∆VM 1.1 1.0 1.0 0.6 4.9 3.0 

256bH 0.999937193 V/VM 0.9 1.0 1.2 0.5 3.5 3.5 
 ∆VM 0.9 0.9 1.0 0.5 2.7 1.7 

400aL 0.094535659 V/VM 1.2 1.0 1.0 0.1 3.5 3.5 
 ∆VM 1.1 0.9 0.9 0.1 3.5 1.9 

400bL 0.998274348 V/VM 1.0 1.0 1.0 0.1 1.4 1.4 
 ∆VM 1.0 0.9 0.9 0.1 1.4 0.8 

400cL 0.999394448 V/VM 1.0 1.0 1.0 0.0 1.2 1.2 
 ∆VM 1.0 0.9 1.0 0.0 1.1 0.6 

400dL 0.999936668 V/VM 1.0 1.0 1.0 0.0 1.2 1.2 
 ∆VM 1.0 0.9 0.9 0.0 1.0 0.6 

400aH 0.969023426 V/VM 1.1 1.0 1.4 0.5 5.0 5.0 
 ∆VM 1.0 0.8 1.0 0.5 4.0 2.2 

400bH 0.998274348 V/VM 1.0 1.0 1.0 0.1 1.4 1.4 
 ∆VM 1.0 0.9 0.9 0.1 1.4 0.8 

DS = Dagger Sampling (new implementation from this paper of Kumomato et al. 1980); BS = Block Sampling (this 
paper); GS = Geometric Sampling (this paper); MV = Markov model (new implementation from this paper of 
Mazumdar et al. 2000); SC = Sequential Construction (Easton and Wong 1980); SD = Sequential Destruction 
(Easton and Wong 1980). 
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Table 5.  Network resilience simulation results for the 16-node and 64-node grid 

networks. 

NETWORK P* Metric DS BS GS MV SC SD 
16aL 

0.997192378 
V/VM 1.1 1.0 3.0 1.9 26.5 26.5 

 ∆VM 2.7 2.5 2.0 1.9 10.1 2.4 
16bL 0.999831108 V/VM 1.0 1.0 2.7 1.7 24.3 24.3 

 ∆VM 2.5 2.6 2.0 1.7 8.7 1.6 
16cL 0.999924827 V/VM 1.1 1.0 2.5 2.0 12.4 12.4 

 ∆VM 2.8 2.7 2.1 2.0 4.3 0.6 
16dL 0.999991957 V/VM 1.0 1.1 1.3 1.8 10.8 10.8 

 ∆VM 1.8 1.9 1.4 1.8 4.4 0.5 
16aH 0.999907222 V/VM 1.0 0.9 15.2 5.6 406.8 406.8 

 ∆VM 9.5 9.3 7.6 4.8 111.9 26.4 
16bH 0.999992366 V/VM 1.1 0.9 11.0 5.5 282.0 282.0 

 ∆VM 9.0 7.5 6.3 5.6 77.6 14.1 
16cH 0.999996242 V/VM 1.0 1.0 6.8 3.7 149.0 149.0 

 ∆VM 6.0 6.2 4.7 3.8 42.5 6.1 
64aL 0.987141155 V/VM 1.2 1.0 1.2 0.5 4.4 4.4 

 ∆VM 1.4 1.1 1.1 0.5 2.8 0.1 
64bL 0.999954733 V/VM 1.0 1.0 1.1 0.9 3.5 3.5 

 ∆VM 1.1 1.1 1.0 0.9 2.0 <0.1 
64cL 0.999981152 V/VM 1.0 1.0 1.1 0.5 2.4 2.4 

 ∆VM 1.1 1.1 1.1 0.5 1.3 <0.1 
64dL 0.999999500 V/VM 1.0 1.2 1.3 1.2 3.6 3.6 

 ∆VM 1.2 1.5 1.4 1.2 1.8 <0.1 
64aH 0.999759484 V/VM 1.1 1.0 4.8 1.9 34.3 34.3 

 ∆VM 1.9 1.7 1.7 1.9 8.4 0.3 
64bH 0.999998052 V/VM 1.0 0.9 2.5 2.2 17.9 17.9 

 ∆VM 1.5 1.4 1.4 2.2 5.7 0.1 

DS = Dagger Sampling (new implementation from this paper of Kumomato et al. 1980); BS = Block Sampling (this 
paper); GS = Geometric Sampling (this paper); MV = Markov model (new implementation from this paper of 
Mazumdar et al. 2000); SC = Sequential Construction (Easton and Wong 1980); SD = Sequential Destruction 
(Easton and Wong 1980). 
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Figure 1.  Topology of the grid networks used in the experiments. 
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